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ABSTRACT

Cloud computing and other highly virtualized
data center applications have placed many new
and unique requirements on the data center net-
work infrastructure. Conventional network pro-
tocols and architectures such as Spanning Tree
Protocol and multichassis link aggregation can
limit the scale, latency, throughput, and virtual
machine mobility for large cloud networks. This
has led to a multitude of new networking proto-
cols and architectures. We present a tutorial on
some of the key requirements for cloud comput-
ing networks and the various approaches that
have been proposed to implement them. These
include industry standards (e.g., TRILL, SPB,
software-defined networking, and OpenFlow),
best practices for standards-based data center
networking (e.g., the open datacenter interoper-
able network), as well as vendor proprietary
approaches (e.g., FabricPath, VCS, and Qfabric).

INTRODUCTION

Cloud computing is a method of delivering com-
puting services from a large, highly virtualized
data center to many independent end users,
using shared applications and pooled resources.
While there are many different definitions for
cloud computing [1], it is typically distinguished
by the following attributes: on-demand self-ser-
vice, broad network access, resource pooling,
rapid and elastic resource provisioning, and
metered service at various quality levels.
Implementation of these attributes as part of
a large enterprise-class cloud computing service
that provides continuous availability to a large
number of users typically requires significantly
more server, networking, and storage resources
than conventional data centers (up to an order
of magnitude more in many cases). This is only
achievable through extensive use of virtualiza-
tion. While server virtualization has existed since
the 1960s, when it was first implemented on
IBM mainframes, it has only become widely

available on affordable commodity x86 servers
within the last decade or so. In recent years,
many equipment vendors have contributed to
the hardware and software infrastructure, which
has made enterprise-class virtualization widely
available. This, in turn, enables new designs for
cloud computing, including hosting multiple
independent tenants on a shared infrastructure,
rapid and dynamic provisioning of new features,
and implementing advanced load balancing,
security, and business continuity functions
(including multisite transaction mirroring). This
has brought about profound changes in many
aspects of data center design, including new
requirements for the data center network.
Modern cloud data centers employ resource
pooling to make more efficient use of data center
appliances and to enable dynamic reprovisioning in
response to changing application needs. Examples
of this include elastic workloads where application
components are added, removed, or resized based
on the traffic load; mobile applications relocating
to different hosts based on distance from the host
or hardware availability; and proactive disaster
recovery solutions, which relocate applications in
response to a planned site shutdown or a natural
disaster. It has been shown [2] that highly virtual-
ized servers place unique requirements on the data
center network. Cloud data center networks must
contend with huge numbers of attached devices
(both physical and virtual), large numbers of isolat-
ed independent subnetworks, multitenancy (appli-
cation components belonging to different tenants
are collocated on a single host), and automated
creation, deletion, and migration of virtual
machines (facilitated by large layer 2 network
domains). Furthermore, many cloud data centers
now contain clusters or pods of servers, storage,
and networking, configured so that the vast majori-
ty of traffic (80-90 percent in some cases) flows
between adjacent servers within a pod (so-called
east-west traffic). This is a very different traffic pat-
tern from conventional data center networks,
which supported higher levels of traffic between
server racks or pods (so-called north-south traffic).
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dragon9621
高亮
雲計算等高度虛擬化的數據中心應用程序放置於數據中心網絡基礎設施的工作許多新的和獨特的要求。

dragon9621
高亮
傳統的網絡親工具和架構，如生成樹協議和多機箱鏈路聚合可以限制其規模，延遲，吞吐量，和虛擬機移動性大的雲網絡。

dragon9621
高亮
這導致了許多新的網絡協議和體系結構。我們提出的一些雲計算網絡，並已提出了實現它們的各種方法的關鍵要求的教程。

dragon9621
高亮
這些措施包括行業標準（如TRILL，SPB，軟件定義網絡和OpenFlow的），基於標準的數據中心網絡（例如，開放式數據中心可互操作網絡），以及供應商的專有方法（最佳實踐，例如，FabricPath的，VCS和的QFabric）。

dragon9621
高亮
雲計算是從一個大的，高度虛擬化的數據中心提供計算服務的許多獨立的終端用戶，使用共享的應用程序和資源池的方法。

dragon9621
高亮
雖然有對於雲計算很多不同的定義[1]，它通常是區分由以下屬性：按需自助服務，廣泛的網絡接入，資源池，快速，彈性的資源配置，並在不同質量水平的計量服務。

dragon9621
高亮
這些屬性作為一個大型的企業級雲計算服務，提供連續可用性大量用戶的部分的實現通常需要比傳統數據中心的顯著更多的服務器，網絡和存儲資源（高達一個數量級以上的多例）。

dragon9621
高亮
這是唯一可以實現通過廣泛使用虛擬化。儘管服務器虛擬化已經從20世紀60年代，當它在IBM大型機上首次實現存在的，它只是成為廣泛使用於在過去十年左右的經濟實惠的商用x86服務器。

dragon9621
高亮
近年來，許多設備供應商都有助於硬件和軟件基礎設施，這使得企業級虛擬化廣泛應用。

dragon9621
高亮
這反過來，能夠為雲計算的新設計，包括託管在一個共享的基礎設施，新功能快速，動態配置多個獨立的租戶，並實施先進的負載均衡，安全性和業務連續性功能（包括多站點事務鏡像）。這帶來了在數據中心設計的許多方面的深刻變化，包括對數據中心網絡的新要求。

dragon9621
高亮
現代雲數據中心採用資源池，以更有效地利用數據中心設備，並啟用動態配置以應對不斷變化的應用需求。這方面的例子包括其中的應用程序組件被添加，刪除或調整基礎上的流量負載彈性工作負載

dragon9621
高亮
搬遷到不同的主機上的移動應用程序的基礎上從主機或硬件可用性的距離

dragon9621
高亮
和積極的災難恢復解決方案，它在響應計劃中的網站關閉或自然災害搬遷的應用。

dragon9621
高亮
它已被證明[2]認為高度虛擬化的服務器放置在數據中心網絡中的獨特要求。雲數據中心網絡必須與連接的設備（物理和虛擬），大量的隔離獨立的子網，多租戶（屬於不同的租戶應用程序組件並置一台主機上）的巨大的數字相抗衡，並自動創建，刪除和虛擬機（大型2層網絡域變得容易）的遷移。

dragon9621
高亮
此外，許多雲數據中心現在包含集群或服務器，存儲和網絡，配置，使絕大多數的流量（在某些情況下80-90％）的莢內的相鄰服務器之間流動（豆莢所謂的東 - 西流量）。這是從傳統的數據中心網絡一個非常不同的交通模式，它支持的服務器機架或豆莢（所謂的南北交通）之間更高水平的交通。


MC-LAG and LAG

STP and LAG

LAG

Figure 1. MC-LAG configuration without STP (left) and with STP (right).

To cope with these problems, many attempts
have been made to develop best practices for net-
working design and management. Several new
industry standards and proprietary network archi-
tectures have recently been proposed. Many net-
work designers, users, and administrators have
long expressed a desire for standardization and
multivendor interoperability in the data center, to
simplify management, improve reliability, and
avoid being locked into one particular vendor’s
proprietary product offerings and pricing struc-
ture. These conclusions were supported by a
recent analyst report [3], which determined that
multisourcing of network equipment is not only
practical, but can reduce total cost of ownership
by 15-25 percent. Furthermore, a recent survey of
468 business technology professionals on their
data networking purchasing preferences [4]
showed that adherence to industry standards was
their second highest requirement, behind virtual-
ization support. Standardization also encourages
future-proofing of the network and helps promote
buying confidence. Despite these advantages,
many large network equipment providers have
advocated for proprietary network protocols. A
recent study [5] showed that five out of the six
largest network equipment manufacturers include
proprietary features in their products, and only
three of the six claimed interoperability with
other vendors’ access layer switches.

In this article, we present a tutorial on cloud
networking design practices, including both
industry standard and vendor proprietary alter-
natives. It should be noted that although modern
data centers will almost certainly require some
version of these new protocols, many of these
approaches are far less mature than convention-
al network designs. Early adopters should use
caution when evaluating the best choices for
their data center needs.

SPANNING TREE PROTOCOL AND
MULTICHASSIS LINK AGGREGATION

Spanning Tree Protocol (STP) is a layer 2 switch-
ing protocol used by classical Ethernet that
ensures loop-free network topologies by always
creating a single path tree structure through the
network. In the event of a link failure or recon-
figuration, the network halts all traffic while the
spanning tree algorithm recalculates the allowed
loop-free paths through the network. (STP cre-
ates a loop-free topology using Multi Chassis

EtherChannel [MCEC], also referred to as Vir-
tual Port Channels [vPC] for Cisco switches.)
The changing requirements of cloud data center
networks are forcing designers to reexamine the
role of STP. One of the drawbacks of a spanning
tree protocol is that in blocking redundant ports
and paths, a spanning tree reduces the aggregate
available network bandwidth significantly. Addi-
tionally, STP can result in circuitous and subop-
timal communication paths through the network,
adding latency and degrading application perfor-
mance. A spanning tree cannot easily be segre-
gated into smaller domains to provide better
scalability, fault isolation, or multitenancy. Final-
ly, the time taken to recompute the spanning
tree and propagate the changes in the event of a
failure can vary widely, and sometimes becomes
quite large (seconds to minutes). This is highly
disruptive for elastic applications and virtual
machine migrations, and can lead to cascaded
system-level failures.

To help overcome the limitations of STP, sev-
eral enhancements have been standardized. These
include Multiple STP (MSTP), which configures a
separate spanning tree for each virtual local area
network (VLAN) group and blocks all but one of
the possible alternate paths within each spanning
tree. Also, the link aggregation group (LAG)
standard (IEEE 802.3ad) allows two or more
physical links to be bonded into a single logical
link, either between two switches or between a
server and a switch. Since a LAG introduces a
loop in the network, STP has to be disabled on
network ports using LAGs. It is possible for one
end of the link aggregated port group to be dual-
homed into two different devices to provide
device-level redundancy. The other end of the
group is still single-homed and continues to run
normal LAG. This extension to the LAG specifi-
cation is called multichassis link aggregation
(MC-LAG), and is standardized as IEEE 802.1ax
(2008). As shown in Fig. 1, MC-LAG can be used
to create a loop-free topology without relying on
STP; because STP views the LAG as a single link,
it will not exclude redundant links within the
LAG. For example, it is possible for a pair of net-
work interface cards (NICs) to be dual-homed
into a pair of access switches (using NIC team-
ing), and then use MC-LAG to interconnect the
access switches with a pair of core switches.

Most MC-LAG systems allow dual homing
across only two paths; in practice, MC-LAG sys-
tems are limited to dual core switches because it
is extremely difficult to maintain a coherent
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dragon9621
高亮
為了應對這些問題，許多已經嘗試制定網絡工作的設計和管理的最佳實踐。

dragon9621
高亮
一些新的行業標準和專有網絡架構最近被提出。許多網絡工作的設計師，用戶和管理員早就表示支持標準化和多廠商互操作性在數據中心的願望，以簡化管理，提高可靠性，並避免被鎖定在一個特定的供應商專有的產品種類和價格結構。

dragon9621
高亮
這些結論是通過最近的分析報告[3]，它決定了網絡設備的多方外包不僅是實用的支持，但可以通過15％-25％降低總擁有成本。此外，468商業技術專業人員對他們的數據網絡購買偏好最近的一項調查[4]表明，遵守行業標準是他們的第二個最高的要求，背後的虛擬化支持。

dragon9621
高亮
此外，468商業技術專業人員對他們的數據網絡購買偏好最近的一項調查[4]表明，遵守行業標準是他們的第二個最高的要求，背後的虛擬化支持。標準化還鼓勵經得起時間的考驗的網絡，並幫助促進購買的信心。

dragon9621
高亮
儘管有這些優勢，許多大型網絡設備供應商都主張專有網絡協議。最近的一項研究[5]表明，五明的六個最大的網絡設備製造商在其產品的專有功能，只有三個六所要求的互操作性與其他廠商的接入層交換機。

dragon9621
高亮
在這篇文章中，我們提出了基於雲的網絡設計方法，包括行業標準和供應商專有的改變，當地人的教程。應當指出的是，雖然現代數據中心幾乎肯定會需要一些版本的這些新的協議，其中的許多方法都遠遠高於常規 - 醛網絡設計不太成熟。評估他們的數據中心需求的最佳選擇，當嚐鮮應謹慎使用。

dragon9621
高亮
生成樹協議和多機箱鏈路聚合

dragon9621
高亮
生成樹協議（STP）是使用傳統的以太網第2層交換協議，它通過經常通過網絡建立單一路徑樹結構確保無環路的網絡拓撲結構。

dragon9621
高亮
在鏈路故障或重新配置的情況下，網絡停止所有流量，而生成樹算法通過網絡計算允許的無環路路徑。 （STP創建一個有利用多機箱以太通道[MCEC]，也被稱為虛擬端口通道[VPC]思科交換機一個無環路拓撲結構。）

dragon9621
高亮
雲數據中心網絡需求的變化迫使設計師重新審視STP的作用。一個生成樹協議的一個缺點是，在阻塞冗餘端口和路徑，生成樹顯著減少總可用網絡帶寬。

dragon9621
高亮
此外，STP可能會導致通過網絡迂迴及次優的通信路徑，增加延遲和降低應用程序的性能。

dragon9621
高亮

生成樹不易被塞格雷門控成更小的領域，以提供更好的可擴展性，故障隔離，或者多租戶。最後，重新計算生成樹和傳播的變化，一個故障的情況下所花費的時間可以有很大的不同，有時變得相當大（數秒至數分鐘）。

dragon9621
高亮
這對於彈性應用程序和虛擬機遷移高度破壞性的，並可能導致級聯系統級故障。

dragon9621
高亮
為了幫助克服生成樹協議的局限性，一些增強功能已標準化。這些措施包括多STP（MSTP），它配置一個單獨的生成樹為每個虛擬局域網（VLAN）組，並阻止所有，但每個生成樹內可能的備選路徑之一。

dragon9621
高亮
此外，鏈路聚合組（LAG）標準（IEEE802.3ad的）允許兩個或更多的物理鏈路結合成一個單一的邏輯鏈路，無論是在兩個交換機或服務器和交換機之間。

dragon9621
高亮
由於LAG介紹了網絡中的環路，STP，必須使用LAG的網絡端口被禁用。這是可能的鏈路匯聚端口組的一端是雙歸為兩個不同的設備，以提供設備級冗餘。

dragon9621
高亮
該組的另一端仍單主和繼續運行正常的LAG。這個擴展到LAG規範被稱為多機箱鏈路聚合（MC-LAG），並標準化為IEEE802.1ax（2008年）。

dragon9621
高亮
如該圖所示。1，MC-LAG可以用來創建一個無環路拓撲結構，而不依賴於STP;因為STP查看該LAG作為一個單一的鏈接，它不排除在LAG中的冗餘鏈路。例如，它有可能為一對網絡工作接口卡（NIC）是雙歸成一對接入交換機（使用NIC組-ING），然後使用MC-LAG互連接入交換機與對核心交換機。

dragon9621
高亮
大多數的MC-LAG系統允許雙歸直徑只有兩條路;在實踐中，MC-LAG系統僅限於雙核心交換機，因為它是非常難以維持兩個以上的設備與亞微秒刷新時間之間的相干態。
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Figure 2. Example of a four-way layer 3 ECMP design.

state between more than two devices with submi-
crosecond refresh times. Unfortunately, the
hashing algorithms that are associated with MC-
LAG are not standardized; care needs to be
taken to ensure that the two switches on the
same tier of the network are from the same ven-
dor (switches from different vendors can be used
on different tiers of the network). As a relatively
mature standard, MC-LAG has been deployed
extensively, does not require new forms of data
encapsulation, and works with existing network
management systems and multicast protocols.

LAYER 3 VS. LAYER 2 DESIGNS FOR
CLoubp COMPUTING

Many conventional data center networks are
based on well established, proven approaches
such as a layer 3 “fat tree” design (or Clos net-
work) using equal cost multipathing (ECMP).
These approaches can be adapted to cloud com-
puting environments. As shown in Fig. 2, a layer
3 ECMP design creates multiple load balanced
paths between nodes. The number of paths is
variable, and bandwidth can be adjusted by
adding or removing paths up to the maximum
allowed number of links. Unlike a layer 2 STP
network, no links are blocked with this approach.
Broadcast loops are avoided by using different
VLANS, and the network can route around link
failures. Typically, all attached servers are dual-
homed (each server has two connections to the
first network switch using active-active NIC
teaming). This approach is known as a spine and
leaf architecture, where the switches closest to
the server are leaf switches that interconnect
with a set of spine switches. Using a two-tier
design with a reasonably sized (48-port) leaf and
spine switch and relatively low oversubscription
(3:1) as illustrated in Fig. 3, it is possible to scale
this network up to around 1000-2000 or more
physical ports.

If devices attached to the network support
Link Aggregation Control Protocol (LACP), it
becomes possible to logically aggregate multiple
connections to the same device under a common
virtual link aggregation group (VLAG). It is also
possible to use VLAG interswitch links (ISLs)
combined with Virtual Router Redundancy Pro-
tocol (VRRP) to interconnect switches at the
same tier of the network. VRRP supports IP for-
warding between subnets, and protocols such as
Open Shortest Path First (OSPF) or Border
Gateway Protocol (BGP) can be used to route

around link failures. Virtual machine migration
is limited to servers within a VLAG subnetwork.

Layer 3 ECMP designs offer several advan-
tages. They are based on proven standardized
technology that leverages smaller, less expensive
rack or blade chassis switches (virtual soft switch-
es typically do not provide layer 3 functions and
would not participate in an ECMP network).
The control plane is distributed, and smaller iso-
lated domains may be created.

There are also some trade-offs when using a
layer 3 ECMP design. The native layer 2
domains are relatively small, which limits the
ability to perform live virtual machine (VM)
migrations from any server to any other server.
Each individual domain must be managed as a
separate entity. Such designs can be fairly com-
plex, requiring expertise in IP routing to set up
and manage the network, and presenting compli-
cations with multicast domains. Scaling is affect-
ed by the control plane, which can become
unstable under some conditions (e.g., if all the
servers attached to a leaf switch boot up at once,
the switch’s ability to process Address Resolu-
tion Protocol [ARP] and Dynamic Host Config-
uration Protocol [DHCP] relay requests will be a
bottleneck in overall performance). In a layer 3
design, the size of the ARP table supported by
the switches can become a limiting factor in scal-
ing the design, even if the medium access con-
trol (MAC) address tables are quite large.
Finally, complications may result from the use of
different hashing algorithms on the spine and
leaf switches.

New protocols are being proposed to address
the limitations on live VM migration presented
by a layer 3 ECMP design, while at the same
time overcoming the limitations of layer 2
designs based on STP or MC-LAG. All of these
approaches involve some implementation of
multipath routing, which allows for a more flexi-
ble network topology than STP [5] (Fig. 4). In
the following sections, we discuss two recent
standards, TRILL and SPB, both of which are
essentially layer 2 ECMP designs with multipath
routing.

TRILL

Transparent Interconnection of Lots of Links
(TRILL) is an Internet Engineering Task Force
(IETF) industry standard protocol originally pro-
posed by Radia Perlman, who also invented
STP. TRILL runs a link state protocol between
devices called routing bridges (RBridges). Specifi-
cally, TRILL uses a form of layer 2 link state
protocol called intermediate system to interme-
diate system (IS-IS) to identify the shortest paths
between switches on a hop-by-hop basis, and
load balance across those paths. In other words,
connectivity information is broadcast across the
network so that each RBridge knows about all
the other RBridges and the connections between
them. This gives RBridges enough information
to compute pair-wise optimal paths for unicast
traffic. For multicast/broadcast groups or deliv-
ery to unknown destinations, TRILL uses distri-
bution trees and an Rbridge as the root for
forwarding. Each node of the network recalcu-
lates the TRILL header and performs other
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dragon9621
高亮
第3層ECMP的設計提供了多種優勢。他們是基於經過驗證的標準化技術，利用更小，更便宜的機架或刀片服務器機箱式交換機（虛擬軟開關產品一般不提供第3層功能，並不會參與的ECMP網絡）。控制平面是分佈式的，並且可以創建小型的，孤立的域。

dragon9621
高亮
新的協議被提出，解決限制的實時VM遷移由3層ECMP設計呈現，而在同一時間克服的第2層的設計基於STP或MC-LAG的局限性。所有這些方法都涉及一些實現多路徑路由，它允許更靈活的BLE網絡拓撲結構比STP[5]（圖4）。在下面的章節中，我們討論最近的兩個標準，TRILL和SPB，這兩者基本上都是2層設計的ECMP與多路徑路由。

dragon9621
高亮
許多傳統的數據中心網絡是基於非常成熟，使用等值多路徑（ECMP）經過驗證的方法，如第3層“胖樹”的設計（或克洛斯網工作）。這些方法可適應雲計算環境。

dragon9621
高亮
第3層ECMP設計創造節點之間的多個負載平衡的路徑。的路徑的數量是可變的，並且帶寬可通過添加或刪除路徑可達的鏈路所允許的最大數目來調整。

dragon9621
高亮
與第2層的STP網絡，沒有鏈接被阻止這種做法。廣播循環是通過使用不同的VLAN避免，而網絡可以圍繞鏈路故障的路由。

dragon9621
高亮
通常情況下，所有連接的服務器是雙宿主（每個服務器都有兩個連接到第一個網絡交換機使用主動 - 主動網卡綁定）。

dragon9621
高亮
這種方法被稱為脊椎和葉架構，其中最靠近該服務器的交換機是葉開關的互連的一組棘開關。

dragon9621
高亮
採用雙層設計一個合理規模（48端口）的葉和脊柱開關和相對較低的超額認購（3:1），如圖所示。 3，有可能擴展這個網絡可達1 000-2 000或多個物理端口。

dragon9621
高亮
如果連接到網絡的設備都支持鏈路聚合控制協議（LACP），就有可能在邏輯上聚集多個連接在一個共同的虛擬鏈路聚合組（VLAG）相同的設備。

dragon9621
高亮
另外，也可以使用VLAG交換機間鏈路（ISL）聯合虛擬路由器冗餘協議（VRRP）在網絡的相同層來互連的交換機。VRRP支持IP轉移功能子網之間，和協議，如開放最短路徑優先（OSPF）或邊界網關協議（BGP），可用於周圍鏈路故障的路由。虛擬機遷移是有限的內VLAG子網的服務器。

dragon9621
高亮
也有一些權衡使用第3層ECMP設計時。原生層2域都比較小，這限制了執行實時虛擬機（VM）從任何服務器遷移到任何其他服務器的能力。每個單獨的域必須作為一個單獨的實體來管理。

dragon9621
高亮
這樣的設計可以是相當複雜的，需要專業知識的IP路由設置和管理網絡，並提出並發症與組播域。縮放是影響海關通過控制平面，一些條件（如，據此可以變得不穩定，如果所有連接到葉片開關開機一次的服務器，交換機的處理地址解析協議[ARP]和動態主機配置協議能力[DHCP]中繼請求，將在整體性能的瓶頸）。

dragon9621
高亮
在一個3層的設計，由交換機支持ARP表的大小可以變成在縮放設計的一個限制因素，即使介質訪問控制（MAC）地址表是相當大的。最後，並發症可能導致對脊柱和片交換機使用不同的散列算法。

dragon9621
高亮
多鏈接（TRILL）的透明互聯是互聯網工程任務組（IETF）的行業標準協議，原本親所構成的Radia帕爾曼，誰也發明了STP協議。TRILL運行的設備稱為路由橋接器（網橋）之間的鏈路狀態協議。

dragon9621
高亮
具體來說，TRILL使用的第2層鏈路狀態協議稱為中間系統到中間系統（IS-IS），以確定在逐跳的基礎上交換機之間的最短路徑，並在這些路徑負載均衡的一種形式。換句話說，連接信息是在網絡上廣播，使得每個RBridge知道所有的其他網橋和它們之間的連接。

dragon9621
高亮
這給了足夠RBridges，它將IS的信息來計算單播流量成對的最佳路徑。對於多播/廣播組或DELIV-ERY向未知目的地，TRILL使用分佈的樹木和Rbridge作為根進行轉發。

dragon9621
高亮
網絡的每個節點重新計算TRILL報頭並執行其他功能，例如MAC地址的交換。 STP是不需要在TRILL網絡中。

dragon9621
高亮
不幸的是，與MC-LAG相關的散列算法的不規範;護理需要採取以確保在網絡上的同一層中的兩個開關都來自同一VEN多爾（來自不同供應商的交換機可以在網絡的不同層中使用）。

dragon9621
高亮
作為一個相對成熟的標準，MC-LAG已被廣泛部署，不需要數據封裝的新形式，並與現有的網絡管理系統和多播協議。


| 4 "spine” switches |

48 servers per “leaf” switch |

Figure 3. Example of an L3 ECMP leaf-spine design.

functions such as MAC address swapping. STP is
not required in a TRILL network.

There are many potential benefits of TRILL,
including enhanced scalability. TRILL allows the
construction of loop-free multipath topologies
without the complexity of MCEC, which reduces
the need for synchronization between switches
and eliminates possible failure conditions that
would result from this complexity. TRILL should
also help alleviate issues associated with exces-
sively large MAC address tables (approaching
20,000 entries) that must be discovered and
updated in conventional Ethernet networks. Fur-
thermore, the protocol can be extended by defin-
ing new TLV (type-length-value) data elements
for carrying TRILL information (some network
equipment vendors are expected to implement
proprietary TLV extensions in addition to indus-
try standard TRILL.)

For example, consider the topologies shown
in Figs. 5a and 5b. In a classic STP network with
bridged domains, a single multicast tree is avail-
able. However, in a TRILL fabric, there are sev-
eral possible multicast trees based on IS-IS. This
allows multidestination frames to be efficiently
distributed over the entire network. There are
also several possible active paths in a TRILL
fabric, which makes more efficient use of band-
width than does STP.

SHORTEST PATH BRIDGING

Shortest path bridging (SPB) is a layer 2 stan-
dard (IEEE 802.1aq) addressing the same basic
problems as TRILL, although using a slightly
different approach. SPB was originally intro-
duced to the IEEE as provider link state bridg-
ing (PLSB), a technology developed for the
telecommunications carrier market, which was
itself an evolution of the IEEE 802.1ah standard
(provider backbone bridging or PBB). The SPB
standard reuses the PBB 802.1ah data path, and
therefore fully supports the IEEE 802.1ag-based
operations, administration, and management
(OA&M) functionality. The 802.1ah frame for-
mat provides a service identifier (I-SID) that is
completely separate from the backbone MAC
addresses and the VLAN IDs. This enables sim-
plified data center virtualization by separating
the connectivity services layer from the physical

Core

Servers

Figure 4. Example of multipath routing between three servers A, B, and C.

network infrastructure. The I-SID abstracts the
service from the network. By mapping a VLAN
or multiple VLANSs to an I-SID at the service
access point, SPB automatically builds a shortest
path through the network. The I-SID also pro-
vides a mechanism for granular traffic control by
mapping services (applications) into specific I-
SIDs.

When a new device is attached to the SPB
network and wishes to establish communication
with an existing device, there is an exchange
(enabled by the IS-IS protocol) to identify the
requesting device and learn its immediate neigh-
boring nodes. Learning is restricted to the edge
of the network, which is reachable by the I-SID.
The shortest bidirectional paths from the
requesting device to the destination are then
computed using link metrics such as ECMP. The
same approach is used for both unicast and
broadcast/multicast packets, which differs from
TRILL. Once the entire multicast tree has been
developed, the tree is then pruned, and traffic is
assigned to a preferred path. The endpoints thus
learn how to reach one another by transmitting
on a specific output address port, and this path
remains in place until there is a configuration
change in the network. In this manner, the end-
points are fully aware of the entire traffic path,
which was not the case for TRILL. The route
packets take through the network can be deter-
mined from the source address, destination
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dragon9621
高亮
例如，考慮圖中所示的拓撲結構。圖5a和5b。在一個經典的STP網絡橋接域，一個組播樹是無濟於事，能夠。然而，在TRILL織物，還有基於IS-IS，幾種可能的多播樹。這允許多目標幀被有效地分佈在整個網絡中。也有在TRILL織物，這使得更有效地利用帶寬的比不STP幾種可能的活動路徑。

dragon9621
高亮
有許多潛在的TRILL的好處，包括增強的可擴展性。 TRILL允許的無環路拓撲的多路徑的結構，而不MCEC，這降低了對同步開關之間，並消除了可能出現的故障條件下，會導致這種複雜性的複雜性。

dragon9621
高亮
TRILL也應有助於緩解與過大的MAC地址表（接近20,000項），必須發現並在傳統的以太網網絡更新相關的問題。此外，該協議可以通過定義攜帶TRILL信息的新的TLV（類型 - 長度 - 值）的數據元素進行擴展（一些網絡設備廠商有望實現，除了自營的TLV擴展梧桐，試標準TRILL）。


B1

(a)

Rb1 Rb2

Figure 5. a) STP multicast with bridged domains; b) TRILL multicast domain with Rbridges.

address, and VLAN ID. Traffic experiences the

same latency in both directions on the resulting

paths through the network, also known as con-
gruent pathing.

Within SPB there are two models for multi-
path bridging: shortest path bridging VLAN
(SPBV) and SPB Mac-in-Mac (SPBM). Both
variants use IS-IS as the link state topology pro-
tocol, and both compute shortest path trees
between nodes. SPBV uses a shortest path
VLAN ID (SPVID) to designate nodal reacha-
bility. SPBM uses a backbone MAC (BMAC)
and backbone VLAN ID (BVID) combination
to designate nodal reachability. Both SPBV and
SPBM provide interoperability with STP. For
data center applications, SPBM is the preferred
technology. There are several other proposed
enhancements and vendor proprietary extensions
to SPB that we do not discuss here; interested
readers should refer to the latest working drafts
of proposed SPB features and extensions.

TRILL or SPB may be used in the following
cases:

1 When the number of access port needs
exceeds the MC-LAG capacity (typically a
few thousand ports) and the network needs
an additional core switch that does not par-
ticipate in the MC-LAG

2 When implementing a multivendor network
with one vendor’s switches at the access
layer and another vendor’s switch in the
core

3 When implementing different switch prod-
uct lines from a single vendor, and one
product cannot participate in the other
product’s fabric

Since both TRILL and SPB were developed
to address the same underlying problems, com-
parisons between the two are inevitable. The
main difference between the two approaches is
that TRILL attempts to optimize the route
between hops in the network, while SPB makes
the entire path known to the edge nodes. TRILL
uses a new form of MAC-in-MAC encapsulation
and OA&M, while SPB has variants for both
existing MAC-in-MAC as well as queue-in-queue
encapsulation, each with their associated OA&M
features. Only SPB currently supports standard
802.1 OA&M interfaces. TRILL uses different
paths for unicast and multicast traffic than those
used by SPB, which likely will not make a differ-
ence for the vast majority of IP traffic applica-
tions. There are also variations in the loop
prevention mechanisms, number of supported
virtualization instances, lookup and forwarding,
handling of multicast traffic, and other features

between these two standard protocols. The real
impact of these differences on the end user or
network administrator remains to be seen.

As of this writing, several companies have
announced their intention to support SPB
(including Avaya and Alcatel-Lucent) or to sup-
port TRILL (including IBM, Huawei, and
Extreme Networks). Other companies have
announced proprietary protocols which essential-
ly address the same basic problems but claim to
offer other advantages. The following sections
briefly discuss three alternatives from some of
the largest networking companies (Cisco, Bro-
cade, and Juniper Networks); other proprietary
approaches exist, but we do not review them
here.

FABRICPATH

Cisco produces switches that use either a version
of TRILL or a proprietary multipath layer 2
encapsulation protocol called FabricPath, which
is based on TRILL but has several important
differences. For example, FabricPath frames do
not include TRILL’s next-hop header [6], and
FabricPath has a different MAC learning tech-
nique than TRILL, which according to Cisco
may be more efficient. Conversational learning
has each FabricPath switch learn the MAC
address it needs based on conversations, rather
than learning all MAC addresses in the domain.
According to Cisco, this may have advantages in
cases where a large number of VMs creates far
more MAC addresses than a switch could nor-
mally handle. FabricPath also supports multiple
topologies based on VLANS, and allows for the
creation of separate layer 2 domains. FabricPath
uses VPC+, Cisco’s proprietary multichassis link
aggregation protocol, to connect to non-Fabric-
Path switches. According to Cisco, FabricPath
has the ability to scale beyond the limits of
TRILL or SPB in the network core, supporting
up to eight core switches on the same tier in a
single layer 2 domain. Edge devices such as the
Cisco Nexus 5000 series support up to 32,000
MAC addresses; core devices such as the Cisco
Nexus 7000 series support up to 16,000 MAC
addresses and 128,000 IP addresses. This
approach can likely scale to a few thousand
ports or more with reasonable levels of oversub-
scription (around 4:1). Theoretically, this
approach may scale to even larger networks,
although in practice scale may be limited by
other factors, such as the acceptable size of a
single failure domain within the network. Scale
can also be extended with the addition of a third
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or fourth tier in the network switch hierarchy if
additional latency is not a concern. In June 2012
Cisco announced a collection of networking
products and solutions collectively known as
Cisco ONE, which includes FabricPath and
other features. According to Cisco, this approach
is different from the standard definition of soft-
ware-defined networking, and may include both
proprietary and industry standard protocols.

VIRTUAL CLUSTER SWITCHING

Brocade produces switches using a proprietary
multipath layer 2 encapsulation protocol called
Virtual Cluster Switching (VCS). This approach
is based on TRILL (e.g., the data plane forward-
ing is compliant with TRILL and uses the
TRILL frame format [7], and edge ports in VCS
support standard LAG and LACP), but it is not
necessarily compatible with other TRILL imple-
mentations because it does not use an IS-IS
core. Brocade’s core uses Fabric Shortest Path
First (FSPF), the standard path selection proto-
col in Fibre Channel storage area networks.
VCS also uses a proprietary method to discover
compatible neighboring switches and connect to
them appropriately. According to Brocade, up to
32,000 MAC addresses are synchronized across a
VCS fabric. The currently available switches
from Brocade can likely scale to around 600
physical ports in a single fabric, although in
practice the upper limit may be reduced (e.g., if
some ports are configured for Fibre Channel
connectivity or interswitch links).

QFABRIC

Juniper Networks produces switches using a pro-
prietary multipath layer 2/3 encapsulation proto-
col called QFabric [8]. According to Juniper,
Qfabric allows multiple distributed physical
devices in the network to share a common con-
trol plane and a separate common management
plane, thereby behaving as if they were a single
large switch entity. For this reason, Qfabric
devices are not referred to as edge or core
switches, and the overall approach is called a
fabric rather than a network. According to
Juniper, Qfabric provides equal latency between
any two ports on the fabric, up to the current
theoretical maximum supported scale of 6144
physical ports with 3:1 oversubscription at the
edge of the fabric (the maximum scale fabric
requires 128 edge devices and 4 core intercon-
nects). As of March 2012, the largest publicly
released independent Qfabric testing involves
1536 ports of 10G Ethernet, or approximately 25
percent of Qfabric’s theoretical maximum capac-
ity [8]. According to Juniper, Qfabric provides
up to 96,000 MAC addresses and up to 24,000
IP addresses. In May 2012 Juniper announced
the QFX3000-M product line (commonly known
as micro-fabric), which enables a version of
Qfabric optimized for smaller-scale networks.
Qfabric is managed by the Junos operating sys-
tem, and requires a separate fabric controller
and an outband management network (often
provided by traditional Ethernet switches, e.g.,
the Juniper EX4200).

SOFTWARE-DEFINED NETWORKING
AND OPENFLOW: EMERGING NEXT
GENERATION PROTOCOLS

Some of the network traffic routing concerns
discussed previously may also be addressed by a
new industry standard approach known as soft-
ware-defined networking (SDN), which advo-
cates virtualizing the data center network with a
software overlay and network controller that
allows attached servers to control features such
as packet flows, topology changes, and network
management. There have been several different
industry standard software overlay proposals,
including the IETF proposed standard distribut-
ed overlay virtual Ethernet (DOVE) [2]. SDN is
used to simplify network control and manage-
ment, automate network virtualization services,
and provide a platform from which to build agile
network services. SDN leverages both industry
standard network virtualization overlays and the
emerging OpenFlow industry standard protocol.
The OpenFlow standard moves the network con-
trol plane into software running on an attached
server or network controller. The flow of net-
work traffic can then be controlled dynamically,
without the need to rewire the data center net-
work. Some of the benefits of this approach
include better scalability, larger layer 2 domains
and virtual devices, and faster network conver-
gence. These technologies can form the basis for
networking as a service (NaaS) in modern cloud
data centers.

The OpenFlow specification has been under
development as an academic initiative for sever-
al years [9]. In early 2011, it was formalized
under the control of a non-profit industry con-
sortium called the Open Networking Foundation
(ONF). The ONF is led by a board of directors
consisting of some of the largest network opera-
tors in the world, including Google, Facebook,
Microsoft, Verizon, NTT, Deutsche Telekom,
and Yahoo. It is noteworthy that all of these
companies are end users of networking technol-
ogy, rather than network equipment manufactur-
ers; this indicates a strong market interest in
OpenFlow technology. With this motivation,
over 70 equipment manufacturers have joined
the ONF (including Cisco, Brocade, Juniper
Networks, IBM, and others), which released the
latest version of its specification, OpenFlow 1.3,
in June 2012 [9]. Since SDN and OpenFlow are
still evolving, care must be taken to implement
only the approved industry standard version of
these protocols to maximize interoperability in a
multivendor network and fully realize the bene-
fits intended by the ONF.

OpenFlow takes advantage of the fact that
most modern Ethernet switches and routers con-
tain flow tables, which run at line rate and are
used to implement functions such as quality of
service (QoS), security firewalls, and statistical
analysis of data streams. OpenFlow standardizes
a common set of functions that operate on these
flows and will be extended in the future as the
standard evolves. An OpenFlow switch consists
of three parts: flow tables in the switch, a remote
controller on a server, and a secure communica-
tion channel between them. The OpenFlow pro-

The OpenFlow

standard moves the

network control

plane into software

running on an
attached server or
network controller.

The flow of network

traffic can then be
controlled

dynamically, without

the need to rewire
the data center
network.
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dragon9621
高亮
一些先前所討論的網絡流量路由的擔憂也可以通過一個新的行業標準方法稱為軟件定義網絡（SDN），它倡導的虛擬化數據中心網絡與軟件覆蓋和網絡控制器，允許連接的服務器來解決控制功能，如數據包流量，拓撲結構發生變化，和網絡管理。

dragon9621
高亮
已經有幾個不同的行業標準軟件的覆蓋方案，包括IETF提出的標準的分佈式覆蓋虛擬以太網（DOVE）[2]。SDN是用來簡化網絡的控制和管理，自動化，網絡虛擬化服務，並且提供了構建靈活的網絡服務的平台。

dragon9621
高亮

SDN同時利用行業標準的網絡虛擬化覆蓋和新興的OpenFlow的行業標準協議。在OpenFlow的標準移動網絡控制平面到軟件運行連接的服務器或網絡控制器。

dragon9621
高亮
網工作流的流動可以被動態地控制，而無需重新連接數據中心網絡。一些這種方法的好處包括更好的擴展性，大層2域和虛擬設備，以及更快的網絡融合。這些技術可以形成的基礎，在現代化的雲數據中心聯網作為一種服務（NAAS）。

dragon9621
高亮
在OpenFlow的規範已發展為斷絕，人多年的學者的倡議[9]。在2011年初，它的一個非營利性行業協會稱為開放網絡基金會（ONF）的控制下被形式化。

dragon9621
高亮
該ONF是領導董事組成，包括一些世界上最大的網絡運營商，包括谷歌，Facebook，微軟，Verizon公司，NTT，德國電信，和雅虎的董事會。值得注意的是，所有這些公司都終端用戶的網絡技術，而不是網絡設備製造商;這表明一個強大的市場利率在OpenFlow的技術。

dragon9621
高亮
有了這個動機，超過70設備製造商都加入了ONF（包括思科，博科，Juniper網絡公司，IBM等），其發布的2012年6月其規範，OpenFlow的1.3，最新版本的[9]。由於SDN和OpenFlow的仍在不斷發展，必須謹慎實施只批准的行業標準版本的這些協議，以最大限度地提高互操作性在多廠商網絡，充分實現了BENE千篇一律旨在通過該ONF。

dragon9621
高亮
OpenFlow的需要的事實，即大多數現代以太網交換機和路由器濃度覃流量表，其中以線速率運行，並用於實現功能，如服務質量（QoS），安全防火牆和數據流的統計分析。

dragon9621
高亮
OpenFlow的標準化一套通用的，在這些流動經營，將擴大在未來為標準的演進功能。一個OpenFlow的開關由三部分組成：在交換機上，在服務器上的遠程控制器，以及它們之間的安全通信信道流量表。

dragon9621
高亮
的OpenFlow的協議允許在流表中​​的條目由外部服務器來定義。例如，一個流可能是一個TCP連接，從一個特定的MAC或IP地址的所有數據包，或以相同的VLAN標記的數據包。


|
In cloud computing
environments,
OpenFlow improves
scalability and
enables
multi-tenancy and
resources pooling,
and will likely
co-exist with other
Layer 2/3 protocols
and network overlays
for some time.

tocol allows entries in the flow table to be
defined by an external server. For example, a
flow could be a TCP connection, all the packets
from a particular MAC or IP address, or all
packets with the same VLAN tag. Each flow
table entry has a specific action associated with a
particular flow, such as forwarding the flow to a
given switch port (at line rate), encapsulating
and forwarding the flow to a controller for pro-
cessing, or dropping a flow’s packets (for exam-
ple, to help prevent denial of service attacks).

There are many potential applications for
OpenFlow in modern networks. For example, a
network administrator could create on-demand
‘express lanes’ for voice and data traffic. Soft-
ware could also be used to combine several
links into a larger virtual pipe to temporarily
handle bursts of traffic; afterward, the channels
would automatically separate again. In cloud
computing environments, OpenFlow improves
scalability, enables multitenancy and resource
pooling, and will likely coexist with other layer
2/3 protocols and network overlays for some
time.

THE OPEN DATACENTER
INTEROPERABLE NETWORK

In May 2012, IBM released a series of five tech-
nical briefs known as the Open Datacenter Inter-
operable Network (ODIN) [10], intended to
describe best practices for designing a data cen-
ter network based on open industry standards. It
is noteworthy that these documents do not refer
to specific products or service offerings from
IBM or other companies. According to IBM,
specific implementations of ODIN, which may
use products from IBM and other companies,
will be described in additional technical docu-
mentation (e.g., in June 2012 a solution for stor-
age stretch volume clusters using components
from IBM, Brocade, Adva, and Ciena was pre-
sented at the Storage Edge conference.) The
ODIN documents describe the evolution from
traditional enterprise data networks into a multi-
vendor environment optimized for cloud com-
puting and other highly virtualized applications.
ODIN deals with various industry standards and
best practices, including layer 2/3 ECMP spine-
leaf designs, TRILL, lossless Ethernet, SDN,
OpenFlow, wide area networking, and ultra-low-
latency networks. As of this writing, ODIN has
been publicly endorsed by eight other companies
and one college [10], including Brocade, Juniper,
Huawei, NEC, Extreme Networks, BigSwitch,
Adva, Ciena, and Marist College.

CONCLUSIONS

In this article, we have presented an overview of
layer 2 and 3 protocols that may be used to
address the unique requirements of a highly vir-
tualized cloud data center. While existing layer 3
“fat tree” networks provide a proven approach
to these issues, there are several industry stan-
dards that enhance features of a flattened layer
2 network (TRILL, SPB) or have the potential
to enhance future systems (SDN and Open-
Flow). Many of these standards are described in

the ODIN reference architecture, which has
been endorsed by numerous networking equip-
ment companies. Some major networking equip-
ment manufacturers have also developed vendor
proprietary protocols to address the same issues
(FabricPath, VCS, and Qfabric), each with dif-
ferent features for scalability, latency, oversub-
scription, and management. None of these
proposed solutions has yet reached the same
level of maturity as STP and MC-LAG, but there
are many promising evaluations underway by
early adopters. Within the next year or so, com-
pliance testing of network equipment using com-
mon use cases for cloud computing should begin
to emerge. Unfortunately, many of the recently
developed protocols do not interoperate, and
this lack of consensus represents a serious con-
cern for the networking industry, coming at a
critical inflection point in the development of
next-generation cloud-enabled networks. Some
designers may claim that radical architectural
innovation in the cloud network requires them
to outpace industry standards; this approach is
only acceptable if the resulting system either
opens its architecture to others after a reason-
able time period, or agrees to support any devel-
oping industry standards as a free, nondisruptive
upgrade in addition to any proprietary alterna-
tives. The same approach holds true for pre-
standard implementations, which should provide
a free upgrade path to the eventual finalized
form of the industry standard. Finally, we recog-
nize that the choice of networking equipment
involves trade-offs between many factors in addi-
tion to those described here, including total cost
of ownership, energy consumption, and support
for features such as convergence of Fibre Chan-
nel over Ethernet (FCoE), IPv6, or remote
direct memory access (RDMA) over converged
Ethernet (RoCE), as well as layer 4-7 function-
ality. These topics will be examined in more
detail as part of ongoing research in this area.
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dragon9621
高亮
有現代網絡OpenFlow的許多潛在的應用。例如，網絡管理員可以創建點播“快遞專線”的語音和數據流量。軟件也可用於將多個鏈接合併成一個較大的虛擬管道來暫時處理突發流量;之後，該信道將再次自動分離。在雲計算環境中，OpenFlow的提高可擴展性，支持多租戶和資源池，並可能會與其他2/3層協議和網絡覆蓋共存一段時間。

dragon9621
高亮
各流表項具有與特定的流，如轉發流量到一個給定的交換機端口（以線速度），封裝和轉發的流量控制器，用於處理或丟棄的流的數據包（為應試相關聯的特定操作PLE，以幫助防止拒絕服務攻擊）。

dragon9621
高亮
在2012年5月，IBM發布了一系列被稱為開放式數據中心互操作網絡（ODIN）[10]五大技術簡報，旨在描述的最佳實踐設計基於開放的工業標準數據中心網絡。

dragon9621
高亮
值得注意的是，這些文件不是指從IBM或其他公司的特定產品或提供的服務。據IBM稱，ODIN，這可能會使用來自IBM和其他公司產品的具體實現，將在更多的技術文檔（例如，在2012年6月所述的使用組件來自IBM，博科，ADVA stor-年齡拉伸量群集解決方案，和Ciena公司提出了在存儲邊緣會議。）

dragon9621
高亮
奧丁文件描述了從傳統的企業數據網絡的演進成雲COM-思想促進和其他高度虛擬化應用而優化的多廠商環境。 ODIN涉及各種行業標準和最佳做法，包括2/3層ECMP，脊柱葉設計，TRILL，無損以太網，SDN，OpenFlow的，廣域網絡和超低延遲網絡。在撰寫本文時，ODIN已公開了等8家企業和一所學院[10]，其中包括博科，瞻博網絡，華為，NEC，Extreme網絡，大轉變，ADVA，Ciena公司和Marist大學的認可。

dragon9621
高亮
在這篇文章中，我們已經提出了第2層和第3方案可用於解決一個高度虛擬化的雲數據中心的獨特要求的概述。雖然現有的第三層“胖樹”網絡提供了一個行之有效的方法對這些問題，有幾個行業標準，提升扁平2層網絡（TRILL，SPB）的功能或不得不提高未來系統（SDN和不限流量的潛力）。

dragon9621
高亮
許多這些標準在ODIN參考架構，已獲眾多的網絡設備公司進行了描述。

dragon9621
高亮
一些主要的網絡設備，ment製造商還開發了供應商專有的協議來解決同樣的問題（FabricPath的，VCS和的QFabric），各有不同的功能可擴展性，時延，超額配置和管理。

dragon9621
高亮

所有這些建議的解決方案至今尚未達到成熟的STP和MC-LAG同一水平，但也有許多有前途的評估正在進行中嚐鮮。在未來一年左右的時間內，網絡設備採用常見的用例為雲計算合規性測試應該開始出現。

dragon9621
高亮
不幸的是，許多新近開發的協議不具備互操作性，並且這種缺乏共識，代表了物聯網產業一個嚴重的問題，在下一代雲啟用網絡發展的關鍵拐點到來。

dragon9621
高亮
有些設計師可能會聲稱，在雲網絡中激進的建築創新要求他們超越行業標準;如果所得到的系統，可打開它的架構給別人後一個理由，能夠時間段，或同意任何支持發展的行業標準作為一個自由的，非破壞性的升級，除了任何專有的替代品這種方法是唯一可以接受的。

dragon9621
高亮
預標準實現，它應該提供一個免費的升級路徑，行業標準的最終定稿的形式相同方法。最後，我們認識到，網絡設備的選擇涉及到很多因素，ADDI-tion到這裡描述的那些，包括總擁有成本，能耗和功能，如光纖通道以太網的匯聚支持之間的權衡（FCoE的），IPv6或遠程直接內存訪問（RDMA）在融合的以太網（ROCE），以及4-7層功能先進而精湛。這些主題將進行更詳細的審查作為正在進行這方面的研究的一部分。
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