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With the great progress of VoIP (Voice over IP), the Internet telephony has
become a popular communication means for users. However, there is a potential
threat to this emerging technology. In current Internet, SPAM is a well-known
security issue of e-mail systems. Advertisers can send a large amount of junk mails to
users chosen from a list. Although there are lots of spam-filtering softwares, none of
them can perfectly stop all spam mails, but can only reduce the probability of
receiving spam. It is foreseeable that sooner or later SPIT (Spam over Internet
Telephony) will also become a serious threat. Users may receive lots of unsolicited
audio advertisement messages via VoIP.

SIP.edu is one of several Internet2 new initiatives seeking to promote advanced
peer-to-peer communication applications. It provides convergent identities for both voice and
email applications. With SIP.edu, user could use the same identity to send emails and make
SIP calls, and would not be burdened with a long sequence of digits to make a phone call.
However, although SIP.edu brings us lots of convenience, it also becomes an efficient tool for
spammers to deliver SPIT. This thesis proposed the design to filter SPIT with

blacklists/whitelists in SIP.edu. In addition, we analyzed the performance of two
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different databases, LDAP and MySQL, to support the design of blacklists and
whitelists.

Keywords : LDAP, SIP.edu, SPIT, VoIP
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minutes, but did not L[ ‘?n t_ase
ot 5 spim testing
I
N
4 ¥
u N S Y
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der pas T
Change-response
thallenge-responss .
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Y
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info

W 4 g SPIM in 42 [19]

2.2.3. Anonymous Verifying Authorities

i+ IP Telephony Networks #Z » 3K 3+ — B * Z 27 L L RF A E o iz 2
FUTEF O AALRSRAE S NP LA A 18- 7 A token
L en SIP Proxy server 2 4vv 32 = RTP 4 - B 5 5 b @y & F 5 cofcd) >
% F 2 iR 35 03 B SIP Proxy server # i% 31| Mediatore Mediator _B ¢ /4 % o
U f 7 # Request 15 = 3V i@ i% & Verifying Authority (VA) [13] > @ VA R

¢ ¥ Caller & Callee & {7 ¥ & 333 o FEiL & 3515 € & 1! token & # pt g 1 SIP
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(VA) k&7 Az o #100 § % INVITE £ = # 3% 1|45 5 eh VA » 1 Rg s e
FEEVALERFAAREFHFE TR w4 L Tk PiugEi s VA
S 4k o § VA T3] INVITE B > € 3 1) Policy request & proxyB.com &
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LR - K € EE KA~ Voicemail o % 5 #% 035 > VA € J2F| Bob dwxin
%% VA 2 3 ) token B P Proxy £ SR 2 o A BEY T
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2.2.4. SIP Social Network
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SRR GRS oL BB R SR AR A B85l RS
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W 7 SIP Reputation Network [18]
% VoIP crzp s @ > 7 % g% = B ip4]2 H SPIT 2 £ 73 v § 3
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2.2.5. Signaling Protocol Analysis
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2.2.6. Response Identity and Authentication

2 Authenticated Identity Body (AIB) [9] # iz DAS (Domain-based
Authentication Service ) 2 ¥+* = %% i¥ Response FF 4 i (> gl > M E G
s 4 4 3 Frec Response Header i {72472 7 5 & £ 8 X & EF & - AIB &
RFC3893 4-%t+ SIP 1% 7_} en¥ & 32 7k 11 end P %4 2 & § 4 SIP ¢ Header
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response message received

Responder specified?

| Generate digest-string from response message |
| Compute the hash and encrypted digiest |

Unmatched

matched New Failure Handler

New Failure Handler

| Identity verification done and continue |

® 8 Response Identity [9]
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3. SIP.edu
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$7 % Alice FF > Bob © & 454+ Alice 713 + 13 48 (Alice@ncnu.edu.tw ) ¥ » %
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& Yoice message from: “alice” <sip:alice @163.22 21 82
CBEE REED RO ITRO ESN RSO
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“Pﬁ “.?' AL
Efe ZAERE ®BF FllEn PRI -8 T—@E SEERER
B woicemail @ms1 1 woip edu tw

HHA: 007EL1LALZE T 0857
Wreb: changym@ms11 voip edu tw
FE: Voice message from: "alice"<sip:alice @163.22 21 82>

K= ![gmssage.wav (112KE} I

] S

Hello Bob,
“alice"<sipmalice @ 163.22.21 82> left a voice message for you.

Thank you for using msll's Volcemail.

Your voicemail system.

you want to use "SIP.edu” or not, please click this link.
ttprifimal 1 woip.edutwi~changvi/PHP service phpd T1=Bob

£

This messase was created b m=l T's voicemail svstem.

® 11  Voicemail
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M o FER L AR 218 B B Callee (A A FTAL (Bldo % T 3 248
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Nﬁ Request|
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Relay the =
il Cal | 2 ===
Database Data
Data
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Server
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(S)Response

Voicemail
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location (3)Find Alice’ contact

DB e XXX XXXXX
B il (4)Response
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Relay the Call | Data  foee—x2
call Database
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NO
v
voicemail
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MR EMES 1)

> €@

Contact list

Friend
22100@163 22 2182
many@163 222182
bod@163.22 2182
john@163.22 2182
22102@163 2221 82

EREA RERIBAIT IR
[E=RIECN

O B [moke goh B T-EW 0 20 L 2HASERT ) [ FERIE

SERE

W19 #xt¥82da

27 )| 2 Ke » 2 b
5. § T8y R
* & ¥uiu SIP Proxy server fv Media Proxy server it & e 3 35k & B 3 Tk

Bl Pk ¥ ¢ FAE 7R R H0M % MySQL [24] f- OpenLDAP [26]

5 4 o

51. R%%HR

IR B i §83% % 5 Intel Pentium®4 CPU 3.40GHz > 768MB 7 RAM > i ¥

% % i FreeBSD5.4-RELEASE o #.i% @ B % % % SIP Proxy server $ic 48 2

OpenSER ( The Open source Source SIP server) [25] @ & - B2 C & = ¢ Free

software  m 2% 2k Media Proxy server % # & Voicemail PR7% 3R> » 35 * o Iptel

I s , = gl s
RSN R N A

#1 BR ¢ e1 SEMS (SIP Express Media Server) [21] ° @
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FHEER T A 480 A 4 5 MySQL - OpenLDAP- 2 {4 f 5.2 3 & il 23842 -
£

g3 A BT A R RE TR B kA S o

5.1.1. OpenSER

OpenSER & — ¥ 12 % %k % 2% SIP X372 P PR B (Proxy server) » & —‘ﬁ‘ p
7 PR % (Registrar Server ) &2 & » PR % (Redirect Server ) #7* - OpenSER £ Iptel
73 e SER 4p 2 > 2 & OpenSER 42§ & e e * 3038 » SER ¥ 7 £ #2 ()
4e:AVPops F-.42 > SER . 1 4% 4% 75 T AL e 8 )0 #7005 & 4 45 SIP Proxy

server ¥ 5 OpenSER % %= L343 iz Ao

OpenSER 733k A % openser.cfg> v &~ B2 F 4% & £ lex {r yacc
mﬁia?'J » 3% > & OpenSER isource 427 12 35 31| cfglex fr cfg.y izm B ehlex v
yacc i1 source * ]}t OpenSER » 7 & & — B shell script > @ &~ & Jf 2 &
OpenSER v p 37¢hTokenrule ¥ F 4§ © ¥ *F OpenSER # /e i * dlopen % # fi §*

»~H- % > B oopenser.cfg ¥ AT A& o RTINS o= B o B

K TAp L 4w 8  1. Global parameter 2. External module loading 3. Module
parameters 4. Routing blockse 7 f#:z» —‘ﬁ R APER TI&LE‘E ® i % 28 % SIP Proxy server

EF gy o

Global parameter : i & ¥ X T A B R TR T HENEAAMER K T o b4k

T_Port=5060 > %4 %3 7 OpenSER 113 4 &2 % Port 5060 iz % o
External module loading : $‘ » #0Z imodules 0 1 AR 2 BJIE o
(2] L
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loadmodule "/usr/local/etc/lib/openser/modules/usrloc.so"

+om ,fr:c:i?-:{i\ » usrloc s > i * —‘ﬂk AT AfCE R &

(/usr/local/etc/lib/openser/modules ) ¥ - 3% d1 97 & G o

Module parameters : 35 T+ - & - chdp B Sodic > 445~ e RS

s

,L o
&) -
modparam("usrloc", "db_url", "mysql://user:passwd @host/dbname")

#. 57 %t usrloc $-je 48 db_url”p % % i
"mysql://user:passwd @host/dbname" e 4p T & & N BB S o @M * —‘g

LA R o

Routing blocks : % OpenSER 4% < 3| SIP message F¥ i 3 s crade o #7F
SIP message #% ¢ L d route{} ¥ 4i& » 423 7 o @ route{}p EypIT I £ 2 R
4 LARIL > PR BYE 603 4 0 RIE R ER A ehh B o B PV P TR T
Hu Fupdf e N B S T EER R AFS RN d ¥ A3 NS

route[1] ~ route[2] % » ¥ A H ¥ £ ¥ T o
5] e

route {

if (method=="BYE"){

...... route[1]H i B&a® &\ 1) g ..
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route[1]{

4 — ¥ SIP message *?5'3 A B R - BE T F]P Bl E — = eh SIP message
“t& Jemethod » % OpenSER A2 if § e/ 42/&JL » 1 it % 4% SIP Proxy

SErver °

5.1.2. SEMS

d Iptelorg #% ) c7 SEMS » £_ & F* % %k 282k 5 SLAU PRI PR B ehdchl o ©
BT 53 VoIP endijis > A 3F5 17 48 0 ’gp‘iiiﬁnbo?rzﬂﬁ,éw F
FEATE DI MR o BV RN o P L BIRIBRSHCE R BPIEA B
SR E RS B FARNE R o AT A P 0 K VOIP 4R PRGE B E
g X EDg- AP il o SEMS ih% Kt B e

SEMS 3 & § * ¢ i 7 Voicemail ~ Announcement ~ Conference ~IVR % % -
& B PR ELE %’K{iﬁ:}fg SIP Proxy server @ k eniz £ » L 3 2 {7 i J2 o
A% 34y i Voicemail et it 2 38 (T2 5 H # 8FF# i 0 55 %F SEMS £ 4 o

Voicemail (34 % 48)° F7 T“’—‘k" H;’fﬁ'd EBPRAE - K EMPIFF X" A
P R > gods Voicemail w3 5 o 4oB] 20 #17 o inE - 34 Alice @i% %

Bob #1— #f Voicemail > Bob #113 4§ =4+ 5 Changyu@ms11.voip.edu.tw » *= [B] ki
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o

46 "message.wav” B Z_Alice % Bob ez 5 ¥ ©

& Yoice message from: "Alice™<sip-Alice@163.22 21 82> E|E|[EJ
- BED &EE WEO THED Higdh R a
& & w8 = X O
BFE ZHiER H%F FUED i3 - TFT—E ERE

FtEE: voicernail@msl 1 voip.edu.tw
BHA: 200710898 F 9 06:04

i & changm @izl 1 swodp edu te

ES=H Voig D MAlice"<sprAlice @163 22 71 82
KimiEs: |E message. way (70.5 KB)‘>

-~
Hello Ecoh, T
"glice"<sip:Alice @163.22.21 82> left a voice message for you.
Thank vou for using msll's Voicemail.
Your voicemail systen,
Thiz message was created by msll's voicemail system.

_£

B 20 Voicemail ,fﬁ &)

d SIP Proxy server i# % 7 4 i% % SEMS p¥ » SEMS ¢ fx# Voicemail 7
REFES A A T FE - B 21 ¢ & it Voicemail v XA 0 F
SIP Proxy server Jz ¥] Bob 7 INVITE 34 » SIP Proxy server #-¢ 4= INVITE ¥
w % SEMS 2 2 o @ SEMS 1343 %38 k e0iz £ > 2 $1 {7 Voicemail 7% it »
% Bob v SEMS server 2. i = @ M k&2 53 5 3 4 2 18 SEMS #-4z 3| e 5

ML F S wav dh 0 A 242 A% SMTP server % 413 o
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SIP Proxy Server

INVITE
200 OKI i INVITE
200 OK
SMTP Send
- == ;TP_ = = mail = W’ .
Bob SEMS —

B 21 SEMS % i# Voicemail
SEMS ¥ SIP Proxy server 2. & @ v£15 £ 1 & §.4]* Sockets > % SIP Proxy
server 42 3] UA e INVITE 2 4 p¥ > € #-12 £ %5 d Sockets &£ % SEMS - [§] 22

RIEG & Bdeaifm -

]

SIP Proxy |—
Server

Sockets

|

T
y

IP telephone -~

5.1.3. MySQL

MySQL £ § % 14 % % F# R 08 ¢h5 i > 4 & 12 Client fr Server % 43

ERA BT vam P AR RN S 2 A4 5B SQL &
=
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(Structured Query Language ) € - 8 5 7 ¥ P~V Bk (T RE 58558 TR B 473K 3 63F

T ARMRA ARG TR EA RIER PRI B E SQL BT E R
GETHRRE L L S TREpE e q B e s TR R A R
B F 1 L > b4 PHP ~ ASPnet % o 4opt BTk A g A L 250 FTHE R
JRE > ke 2300 3 WMo & MySQL &b w0 fffe (T B 530 T L on

Open source &_{% % e pAh2 P » AERFEZ* 2 DA AT Z HFL L

HpE o MySQL & £ i #- 2 g g 2 — o

5.1.4. LDAP

d IETF #1# 41 é0i% %42 2_Lightweight Directory Access Protocol (LDAP)
[3,12] » # - B P & s FARA L DT IL & S @ P &-PRF% (Directory
Service) - B & i > FORLaRE T 8 4] E Bﬁs’—*ﬁ%’i,ﬁ—i Lo gd Ak T
B AR PSRBT R TR R AT 2 ARK 5 Bk i
FHREE FTHAPRIELFE T RFT 5 LT RAEFT L h &P H0F -
BE A GESTREE R L BREIRG BTSSR BT
e BBk B3 enT i R 3] 60 BRI B3 LDAP AL/ p X.500
E > L >t T % | %K 4 h DAP (Directory Access Protocol ) ; ¢ F #= €
Boehfiet > 3 & DAP A 5 R P PRI X500 - 384 o H#-p s S

*“ﬁ”ﬁ’*%ﬁ?ﬂoﬁlDMﬁ%waOﬁﬁﬁ%E’ # 3 X.500

#10SI e= 5 % 4@ B4 * 7 TCP/IP 3%k » 4ol 23 -
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X.500

Presentation LDAP
osl Seggion
TCP/IP
Data link Protocol
Physical Physical media J

—U_“_

® 23 X.500 4= LDAP [3]

SR R AL § R B E B BT I E I S A Fe S el
FH Y RE TG L 7 LDAP 0 £ g ol B ehs 4 o i
1P & (root) B 4s 0 B R _E'_%\« SEA S AT S B RIREY o F PIREREC
FEHAF BRSPS BHEREING BT SR ST 024

S M- BES o ARk B RARE FRAT ko Lgang

e

£_LDAP
FARM BEP 2 T o BP dhen A7 B 4L ou A TR E o de B

PR R 3 0 dn Bk Branial o AT T B 2T Alice Bt nenu.edutw ik

;lé%]]\ 7_“1"_’_‘5' éﬁfi’_é‘it‘g’f’)— A o

LDAP DIT

de=ncnu, de=edu, de=tw

The attribute and value of the property

ou=devices ou=people l
/ crAlice
{ | objectClass: person
ch=Alice i sn:carter
\ telephoneNumber:355-1234
4 i

RDN

% 24 LDAP 7 DIT Tree

LDAP: % © & 4 & R 4efe § g B L » 64| * LDAPZE 1)
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SPGB R A S BT A3 j*u? v b R A E
FRENZP AT HU 2P IR PBET T EL 2 B 4 o e
M é_lz'%;ﬁ?“ ’K,/f MySQLIpr_mng]l% LR > A #Z»—'f

OpenLDAP## » 2 G5 * » T E s PaFx L H o

5.1.4.1.0penLLDAP

OpenLDAP E_B 4 B 2.1 * ~ B3R 4045 ~ 22 LDAPV3 [12] 4p % (R pRE -
gk 3 FIFLDAP- @ * & 5% 5+ > ¢ 355 Linux ~ Solaris ~ Mac OS -
FreeBSD % - A #7¢3x & (OpenLDAP-2 )i 51) £ 3 7 LDAPV3 e iF > &7 K
*o

B2 # LDAP PIREic 4 » ¥ 24 5 )5d LDAP 3k (8 it PIRE

M
3

Ty
2 % & (schema) ehwb iy ; BV R * 2 HE N AR TIHF 2 wig b HFBRED
HE o TR iR UIF-8 3 % (RFC2253) 2 # &£ W% o b pFeciEin

#eTh g hE 2 s > 10 55 d SASL fr SSL/TLS @ % Fo -

% OpenLDAP 73k T %42~ & & i #%{» » Schema ~ Log record ~ SSL/TLS -

Database area ~ ACL -

Schema (% & ): 3%k T LDAP PR Bk - ibj*ii—ﬁ;f«ﬁi:—[@;z RIS B
B LEEEETE TR PRERR VAR b LEIEL Ao 7 SR A
TR A LEEY R F‘*TI&/EP‘ ~% g 5 913 & & hattributeType £2
objectClass #8 § €& i BH & Al o 2 = B I F * Tk & 0l o

% 3 OpenLDAP % & #

Schema Descript

OpenLLDAP core (required)
Core.schema
RFC 2251~2256
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InetOrgPerson (useful)
Inetorgperson.schema
RFC 2798
Cosine and Internet X.500
Cosine.schema (useful)

RFC 1274

Misc.schema Assorted (experimental)
Network Information Services

Nis.schema

RFC 2307

Log record (3e44) : log & &7 834 (7 F ehF 34T % o %¥ loglevel
TR LR AR kA R A O Gz ce s F P RY o @
R HE Y 2 hdp e A o Bilde 84324256=296 (%% & 4)> 296 & 7 #
WA YT HOF B F VLol SR (TSt e B §ILE T IR A T LR
{7 #2.3% ¢ Debug °

% 4 OpenLDAP % &% &

3N P e bR g 3

A R EETR

0 FEEE R TR

1 IE BT 30 e e

2 & AILY 8 T
4 CEEHG S TR
8 WA

16 it e hix e
32 EIERh o)
64 B RE A e EIT
128 ERarea il o Rp):
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256 WA~ TR S R
512 AR b S et
1024 27 shell & = ¢id 21

2048 Er A1 3F B %‘J**“ﬁ%@é?f?ﬁ

SSL/TLS : OpenLDAP i 5t pF v 5d SSL/TLS @i i % 233 - A7 @ ek
fe2 % » LDAP 7 v 4275 & - 1 (53 4c % e i & o ¥ b OpenLDAP 3t i 25 i

EIF > v kX XL SSL A TLS § Ml fi > % 5 ¢ L4 TLS = % S84 4o 12

4 5  OpenLDAP :+TLS % #H

>t o it
By RPIRE - f B L A8
TLSCipherSuite
_F__\; 4C % /z',:
K T LDAP RIRE 5 £ D
TLSCertificateFile
%
TLSCertificateKeyFile K T_LDAP PIRBen B iGH#E

Database area (F# %) : OpenLDAP 2 fih* > Z 2 TAFTHE®RL - F B
FTHEREALY LZEE &A% - 22 LHFTHRE %8 1dbdm > bdb
passwd ~ shell &7z o

% 6 OpenLDAP F# & %#
FRE 34 B

¢ * GNU Database Manager

Idbm
Sleepycat 1 Berkeley DB it %8 -
¢ * Berkley DB 4 § L & ¥ 12

bdb PO R TR 51 g P

B g o
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passwd SRR AR A o

shell i #* AE}:TL‘E\‘?]"%KFJ//J%TF—'E‘ .

ACL (Access control list) : 247 417# 8 » A4 v ipr* k2 &k T3, (who)
3 T4 4 5 (right) 52 T A5 (what) e
#6153
Access to ¥
By * read
L RFERRY ERTRAFIF AR L TR AL o
Access to attrs=userPassword
By self write

By * auth

%o —‘ﬁ? BRI P ALY g > 2 24 userPassword B F KR o

BOERRE S h s AL A LH TR A L S R aE 0 o @25
#75% o SIP Proxy server®? F L B 2. B 4eie @1E > £k 5v B eEaad@ine o doie
Fo o et PRARFEATR & OFOR (DA 2 5L ) 0 B TR ST
BB {s > £ w @ SIP Proxy server ; & —‘ﬁk H_SIP Proxy server7#k 13 3 > 4v
PAEY T RE TR G pL B T A EGFF P E AT
F i (Fend B M4t TR A HE 2 5 AP E * MySQLFrOpenLDAPS 4 7
s T R 2 R BT 1{* XK HArmE 2 5B M 521405225 &4

# 7 TR AL B
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Search or Insert data

DB
SIP Proxy Response
server

Contact Username
NNK XXNNY i address
XXX XXXEX Phone

W25 Faum

5.2.1. OpenSER t module

% OpenSER 1% % fic%e ¢ > AVPops #i-e* . SIP Proxy server f= MySQL

2 B3 Ap WA L

W

SRR o F R iRk RAL 0 K T MySQL
& 2SR D 0 2 153518 AVP H T AR @ BT R A i L -

t]4c Request URI 18 22 ~ 73 & 13 2%

=

7}1 N

=

BEY EE o M e ani

N

ST A C o
B kALY > A% AVPops f P B 4k (7 TR 5 B~ Function 4 % = %

P B RenH i oom & F AT * g Function 3P 4o

avp_db_load(‘“source”, “name”) : % 33 1p AT o RF B S nT I

RS BERL  Ps F RGBS dE s LH PR o

avp_ db_query(query,[dest]) : 34 {7 SQL =+ i¥ o * p* Function 4 = = XT3 7 4L

WF A LHAR o

avp_pustto(destination,name) : % :x Request URI - § & & § 4 T & {555 P& »
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7 41* * Function 2 i& {7 Request URI i #2 5 45 TP et o

avp_check(name,op_value) : #& & FH P} % > F* A2 754 TLE PR AEHF X

S NS F L ARt T L

5.2.2. #h W42 ;N rowd e

% OpenSERAZ » B % ¥ A #% 22 OpenLDAP F 1L i B il e » Jf 12 7h 3m4g 3¢
e¥ vl 3 2 {7 0penLDAP © 4] * OpenSER ¥ & F* v w1 ¢} 2R 4% 3N cafy” 0 Exec (32 %
#D) 4 {7 % L HE H 4 Unix Shell Script » &JZ 1 % §_% SIP Proxy server & &
#f r1OpenLDAPZ B~ {8 T pF > € i b OpenSER cr3k 35 % 8o @ 1% (& ¢h 3042 50 o
3 %35 % #cd OpenSER 7% it &4 SIP messagest 11— &= {§f = /& > ] 4-:Request
URI-~Callersfusername £ contact address & % o @ i&-Tk 5 % B P %5 ¢ * 3|Caller
{rCalleerSIP URL » it FlH_teef e FTHLEPE > graf o5 # & enfoplph s 3 & 5 ¥
PR LA BT A oM Bk AR o R IRAR ST 2 N 3F 2 L Unix Shell
script © 4 Unix Shell scriptyz 3'|Callee =SIP URIP# » SIP URI#username#- 3 # 34
v or TR R RN T R B R hTOR 5 bde£LE calleesnA 5
BEITFIRME- T} - _3#.Unix Shell Scripti® i OpenSER{rOpenLDAP2_ FF /&
WA R 0 4o BI26 0 @ P FES B - 2 IMySQLIT 2 FALR G KR B AR
2o g ARAL o b B kA PR 3R 6 #2  MySQL{rOpenLDAP# f&

7’ P\':'—Vrj/]%#“iiéél” ‘jtljﬂ-_,t« ’ ‘%KI',J «umé ,{‘?J' E o
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Search data

(1)Call shell = {(2)Search
script iShell Script data location
"""" D

. (4)Data (3)Data )
OpenSER OpenLDAP
Insert data
(NCall shell = (2)Add data
script {Shell Script location
o {4)Response (3)Response DB.
OpenSER OpenLDAP

B 26  #F;WAp ;N nE e

5.3. it Pl

WA & 1 SIPedu & S > B4RE s TALATY Gid TR E e 7

R s ) B

53.1. RF1 &

s Sueroie A4 0 1@ SIPp [27] ek R kB SR 4 PSR o SIPpAE- %
open source R zEGTAE 0 ¥ U & B FESIPM L B H T 0 £ IR UAC (User
Agent Client) 4vUAS (User Agent Server ) i i&eud > fri d > RE 8 91 & PR
Fl il B Y S RN L P M o 4oH]27 0 UACHUASZ PP 5 72 2 o F
hE R AR AR PIROEEE RANE TR BT T L EXML

scenario2 4% (T { B P e % o
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SIPp UaC Froxw SIFPp UAS

{1y INVITE {1y INVITE |
e - = B E TR =1
[(23 100 (optional) 1¢2) 100 I
L T I |
(33 180 (optional) 1(3) 130 I
L I L |
¢4y 200 {4y 200 I
L I |
I{5) ACKE I{5) ACE |
[ L L T = B T T T =1
I I I
I{6) PAURE I{6) PAUSE |
I I I
I{7) BYE I{7) BYE |
[ = e E TR T =1
&y 200 &y 200 I
R I R |

W 27 SIPp £ @ik [27]

532. 9% BB B IR

FHRER

\4

RA > %% & PRIF NI 4o

F_k

®  SIP Proxy server : OpenSER1.2.1
® Voicemail server : SEMS-0.10.0 rc2
® Database - MySQL-5.0.22 ~ Openldap-server-2.3.27

® Operating System : FreeBSD 5.4

H B8 enzk B > F]2E K SIP Proxy server fr Voicemail server 2 Database server

ZHIRIEY - SBE O TUAMARE o

® CPU : Intel Pentium®4 CPU 3.40GHz

® RAM : 768MB

G52 % SRIIFHGEE NG 4 o 11034z e el & OpenSER £
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’]fz__.}f@l“' ,, o iub:u:lé’»-’ﬁ A e oo BT B Pam;. fleted 3 U, o dlw B9 5%

BB o A udeT

1. # i8:cigen SIP % T4
2. 14 OpenSER #73 i e e vd v MySQL
3. @ * Unix Shell Script ** = MySQL

4. @& * Unix Shell Script =¥ ¥ OpenLDAP

FLB> > 288 RpE AR TRk » EFPREOLIENEF
F AP A TR o TRV ROAR B FE- BRI RO LT %R
s FRRREN kR Mg G 5 g Fon E B SRR R ASIPpen s

HHcheT

1. Total calls : 20,000 calls
2. Max Allowed Rate : 10,000 calls per second

3. Duration time : 30,000 ms

FitehdiclE o A& P hEPRE P 5% e % Concurrent Calls#ic p p&F > i 32
SRR FFRITA) 0 B A B fEF B G o F AP R Uh SRR kG
@ § i > CallRate 5 & §j— § 8 » & B F45 F304) o v - & 22 % 0E Concurrent
Callser3R > » 2% 7 5 F B 45> 112001 08 =Bk % 4c 0 B ]9 % 18000 5 o+ »

T REEERRE NS o
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5.3.3. dxag iR

bARREREES DAY 0§ AATRES TR ¢ 4

=t
E:D

AP MRPFGPRIREIE Y 2 R A fReE N B LHek B E o B X
g & EATH S (v ka3 o WA 20 BREANE e F SR
BASAATH TR U DR AR RRELS Y A AT .

SNURES TR RS E S ERE LS Ry 1 E T

@21 4 4> 0penSER % T4 o
B2 O I FERT S EREA IR (- hgEe i) o
T3 *F P EIP RT o RS FE G & * SIPedu # i & HFl A 5 2 Voicemail

JRAE (A X ehh g de (7)o

Fd FEFEAPFRTORYELLELGHAN (AN DBEPE T FHS

A

Pk LHPM K€ E =0 h o Fli gk % 0 Voicemail R

Ny

PR E RN T

4
i

Rit 540 ) mILP B Y € % 404 Not Found
g e

RS A FEPFRTORYEALEANS NS pEATHTREIFA
LH APRIE (B R ehA AR oo IATH BT BRSO A L E

NH-¢ R =K A o FIL §EL* * 2 b Voicemail PRAF > HK-F & * 2 in

-—\

SR

—-\

c48 ) Ep Al E € w 1404 Not Found | 3 4 -

F6: P AFEPFRT R EALEAGH L TR pEITHTEIE
L nH AR (A B Ffo- RATR B (T BT 2 A4 L
Hp#¢d =439 Fligf* * 2 Voicemail PR7% > #-F & * 2

T FEE G ) A 2 E TP BF o PG T B 3 PRI G o
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Fok Lenier s £% kv v uen s 26 7 BFRAIAPEE LT b OF
LGP AR B e T R AR E BRSO R U PR RS 5
A o

R 28EN=fr PR %RRELEFTHR2d Blgd o Fi- &8 0F
AT o oh FRA7 38 e vd OpenLDAP #f % 5L f 400 Je 4 2 b 3847 38 w2 w1 MySQL
S f% % o ¥ % Concurrent Calls % 6400 i& = + pF » ¢F 047 58 e v MySQL 77 2

CEFEAEF S0% 0 AEF et HA2 KT P FIRFEF KR o ApRE © A i eded

100%
90%
80% [
70%
60% o PRSP LA

50% : o | ™ IJOpenSERFVILT: P PLMySQL
0% /”J ISR PR MySQL

gt ﬁ[‘*@?“ = [LOpenLDAP
30%
o | W
10%

-
0% b o DDA T T M

Faulted calls(persent)

0 800 1600 2400 3200 4000 4800 5600 6400 7200 8000

Concurrent calls

B 28 R 2 sy BlEW
B 29 {clF 30 2% % 3 {oF % 4 VR 4 RREE A4S A 2 50 anE
FAad FpF > 4 F Concurrent Calls 3 4r @ % &4 prenid 358 o 12 7h R4 50
# 21 OpenLDAP ¥ o Bl¥ ¥ % 51 4 3% dhre iR 3 ffeié * MySQL & JF4 e
A oom FT 5 el 4o o B 3)P)3E Concurrent Calls 7 8000 i pF > £ 325 31 50%

o

= A4
v
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100%

90%

80%
2 0%
£ 60% o FSIPR A
2 N
= 50% = I’ OpenSERFHLAT P 1My SQL
E PI9HIPE P PLMySQL
£ o L9 §PE I OpenL DAP
£ 30%

20%

10%

O% AL AUATAUAIASTATA

0 800 1600 2400 3200 4000 4800 5600 6400 7200 8000
Concurrent calls
W 29 R % 3o RlIER

100%

90%

80%
= 70%
()
2 0% —— FIGSIPRE A
2 N
. —=— I'| OpenSER I = LMySQL
E U9 My SQL
£ 4% 19t #{75PLOpenLDAP
£ 30%

20%
10%
0%

0 800 1600 2400 3200 4000 4800 5600 6400 7200 8000

Concurrent calls

B 30 B4 PliER
B3 RN EAE2FHS-THRO> &9 T[%’F’K”ﬁ FTHF R e 1F o ‘,ﬁ% G
OpenSER #- /e vt v 12 38 4 Concurrent Calls 7 7000 i@ % & pF » 2 35 o firpk
50% o H s & i 12 b Ingg 8 S e el engg2 A Concurrent Calls 5 1000 & :'f_{—-,T%

PIiE 50% o (M B F 0 FORLATH chBs (715 0 A R Bk ehf g e
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100%
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e

% % 0penSER
1.OpenSER 1§ % % % (simple installation )

AP EDITE KRR 5 FreeBSD » #71ET k% RN P 4o A
FreeBSD 5.4 chik 3 ¥ 4 38 (7% % o 1 1 A b (v ek AR £ A K 0

45 iV 4% OpenSER i 2k (http://www.openser.org ) °

1.1 % % OpenSER 17 j&:
1.1.1 # * ports % % OpenSER

& FreeBSD ei® % % 5L » 5 4% ik ports 1% 257 5% » @ # —‘ﬁ? ™
/usr/ports/net/openser 17 f 4T > %J » make install hdg 4 18 >k 4§ $995 distinfo

P ) E o PRB OpenSER sngic 48 kg 7% % -

1.1.2 ™ §* OpenSER # %

¥ E #/%_OpenSER e7f & fexbe &7 i\-ﬁ]

‘M‘

AN SRR ERTES S
OpenSER % #4h % -

http://www.openser.org/pub/openser/1.2.1/src/openser-1.2.1-notls_src.tar.gz

Fe T FIER R TR K

I g7 5 /tmp P £ o

2. #yr T Al 4
#fetch source file(_+ 7|4 Ht) o

3. T RELEFEREE T ﬁa?]% REAET KN
#tar zxvf openser-1.2.1-notls_src.tar.gz

4. rRGEZ L1 ¢ A2 - B openser-1.2.1-notls 1B &> 427 27 3 B P £

)

#cd openser-1.2.1-notls
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5. # 7 % compile source file °
#gmake
6. compile i {$ P& 7% K > ¥ Kdg £ 4o

#gmake install

1.2 % %18 ek T

/usr/local/sbin/openser
/usr/local/etc/openser/openser.cfg
i

/usr/local/lib/openser/modules/*

1.2.1 4§ %] OpenSER &k T4
OpenSER 773 % 4% 73 % fe/usr/local/etc/openser & T » 2% 9 7 12 S 47 8] R 4o e
openser.cfg.default = openser.cfg » &i& {7 #x > g5 » T Fldp £ Rz FAFH

#cp openser.cfg.default openser.cfg

LT LR EHY 2 3 B (e v B R 0

1.2.2 3% T_OpenSER 3k

% #4F OpenSER &3k T 4§ {8 » %7 KB K 245 e k3 1 & fx#* OpenSER
S8 1F o F L JE K TIR B E i SIP_DOMAIN > OpenSER 3k 5t % #icsi 3k T
# % ffusr/local/etc/openser & T 0 F% & & openserctlrc o i * vi £ iR >
##% o 45 7] SIP_DOMAIN 1%-#cié » 3= © i3 222 Domain Name # & _3 % [P

2

address » eyt A i 3% %5 Domain name °
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SIP_ DOMAIN=ncnu.edu.tw

1.2.3 fx# OpenSER

% OpenSER #Z 7} i & F* £ 3% fcé> OpenSER dp 4 - v il”openserctl” » v i
B 3 4eT

openserctl start => £x#* OpenSER

openserctl restart => & #7Ex#H* OpenSER

openserctl stop => &1t OpenSER

Feets o W g A EE G R S H s o

#ps ax | grep openser

1.3 B 15 2 £8 7 OpenSER
BEE B ﬁﬁi*u ¢ ® 4% fc# OpenSER ° ¥ 11 & /fetc/re.conf T 4v » T {7

/usr/local/sbin/openserctl start

14 %3 = ;Fe
OpenSER ezt

http://www.openser.org/mos/view/OpenSER-Documentation-Repository/
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B. % #SEMS

1.SEMS ¢h% % (simple installation)

L1. ™ {4 % % X SEMS
#Iptelorg thie sk B 32T fUAF R EF & %7 1|7 5 gen 2 P~ ¥ SEMS h%
Eihs o

ftp://ftp.iptel.org/pub/sems/sems-0.10.0-rc2.tar.gz

FBTRERT IR EFE K
. R AT HEI/tmp PP T o
2. T4
#fetch source file(t 7|5 4t) -
3. TR B RRaE T W T AL
#tar zxvf sems-0.10.0-rc2.tar.gz

4, ﬁi’fiﬂﬁ;{i 6 ¢ A2 — Bl sems-0.10.0-rc2 HP &> 3T K7D P &

T o

#cd sems-0.10.0-rc2
5. #7T % compile source file °
#gmake
compile # {5 & {7 % % » & Kdp £ 4o

#gmake install

1.2 % s ek T

FERELE O EINMBBRE > A B
AR

/usr/local/sbin/sems
/usr/local/etc/sems/sems.conf
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Plug-in #%
/usr/local/lib/sems/plug-in/*

ml4

/usr/local/lib/sems/audio

1.2.1 3 %l SEMS &t 244,

SEMS 13k Z_4% 1% % f/usr/local/etc/sems & T 0 2w 2 kA G R 4 e
sems.conf.default & sems.conf » £ i& {7 i3 2% o ﬁs?] rNTEIdp s k2 EAE -

#cp sems.conf.default sems.conf

LT LR EAIT Vi A R U 7 R -

1.3 i3 :x SEMS &% 24

=T j\ﬁ?ﬁ? & 3 i3 22 SEMS #3874 o F] 5 2% 7 28 2% SIP Proxy server 1k
$8 %_OpenSER > m SEMS 35 % €17 Iptel.org #& &7 SER & Fp KK T #7114 /R
¥+ SIP Proxy server & i «if% [T {1 2T o

ser_socket_name=/tmp/ser_sock 3= v 2 #x =

ser_socket_name=/tmp/openser_sock

= 7 & &% ¥ Voicemail e# iy 0 4 & 23 { st SMTP Server 773k T_» % i<
<7 o

smtp_server=mail % #c =

smtp_server=IP address(4- 163.22.21.83)

1.4 12 #z Voicemail 3 5 # #
i@ * vid gz default.template > € FILT G P F:
subject: Voice message from: %from%

from: voicemail @ %domain%
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to: %email%

Hello %user% @ %domain%,

9Y%ofrom% left a voice message for you.

Thank you for using <your domain>'s Voicemail.

Your voicemail system

$o e B8 F (h%domain% 3R i 1% 2 & £ EJP 3 ¥ Voicemail 7 Mail servere ¥

2 §_Domain Name # ¥_IP address 7 g 2% i3 :x 5 163.22.21.83

subject: Voice message from: %from%

from: voicemail@163.22.21.83

to: %email%

Hello %user% @163.22.21.83,

Yofrom% left a voice message for you.

Thank you for using <john.ipv6.club.tw>'s Voicemail.

Your voicemail system

1.5 f<& SEMS

feds SEMS 2o @ 0 Jp A g 3% o A @ eniet %Kil o ¥ % ifconfig & 0 o
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#sems —d rl0

SHA DL L EATA PR R SRR G o T 5 B 1.2 P2 g

our
reply u

Bl 2. fx# SEMS % o
1.6 %= gJe

SEMS X =k

http://www.iptel.org/sems
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C. AVPops module

AVPops #-e & £ 1 £ f& Script function 2 F F22 FALE ez Bl £ 4
@E B 0T o {1 1 AVP chdp R 3 B~ {8 SIP messages “74% i ¢h header © @ header
# 90§ % h b4 Request URIL ~ From URL ~ $47 2 & 367 chig % f L%
Foqr PR ENAFHRTEFTRELEFL L FTHRAAGA BB Ak EFR

B PR Rsed h1 B o

1. AVP naming format

% AVPops #- 42 > "3 ¢ =% AVP ik % F B A| B 0 2o {8 4 av & Script

function i * o @ 7 2 G973F 2 2N 4o
$avp(avp_flags:avp_name) :
avp_flags : T HFENTHAUL > LB F A 255 FEAIFP o kR T
A TR AT S FERIE S FAKS s SRS FPAE-
avp_name : X F_4F avp_flags 2. {8 > avp_name TI*U{;}: TR LR -
F

Savp(i:12) © z 2 44 AVP ##cipth 5 BTG - » fEs 120

&

$avp(s:test) © 7 2 4 AVP %%#g%%? FeEMALE A LA teste

2. Exported Parameters

7 %2 OpenSER script ¥ AVPops fic % 3k 35 % #ck 2o

2.1. avp_url(string) :



Tl .
FaE R

modparam("avpops","avp_url","mysql://user:passwd @host/database")

?“7/[)’7]" :

modparam("avpops","avp_url","mysql://openser:openserrw @localhost/openser")

2.2. avp_table(sting) :
¥ % AVPops ficiesr i * el 4
EZCR P

modparam("avpops","avp_table","avptable")

% &) :
nn nn

modparam("avpops","avp_table","openser")

2.3. uuid_column(string) :
¥ % AVPops firle 4 fo* FHL A ¢ i *  ID
ik g

nn

modparam("avpops","uuid_column", uuid")

% &) :
nn

modparam("avpops","uuid_column","uuid")

2.4. username_column(string) :
¥ % AVPops #-ie 3 fr# T4 P g ¥ —‘ﬂ'z -
B2 R

modparam("avpops","username_column","username"

s

# (2]
nmn nn

modparam("avpops","username_column","username")
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2.5. db_scheme(string) :
THE- BHERFIFTRL? FLndy LR -
EZER A
db_scheme=name:element
name : $avp(name)
element : uuid_col=string
username_col=string
domain_col=string
value_col=string
value_type=(integerlstring)
table=string.
modparam("avpops","db_scheme","schemel:table=subscriber;uuid_col=uuid;val
ue_col=first_name")
F
modparam("avpops","db_scheme","phone_scheme:table=subscriber;uuid_col=u

uid;value_col=phone")

3. Exported Functions

3.1. avp_db_load(source,name) :

AL A @ 12 source A F & 314 U0 B F AL name ¢ -
EXCR SFAl

source : usernameldomianluriluuid

name = avp_spec['/'(table_namel'$'db_scheme)]

avp_spec = $avp(avp_name)

ol
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avp_db_load("$ru","$avp(i:123)/$some_scheme")
ol
1 Request URI % % 51 » 3= 4§ & some_scheme 73X imiﬂ T #—'i\ IS

$avp(i:123)¢ -

3.2. avp_db_query(query,[dest]) :

HF R R iy ®eig Bofe (7 @ Pl hF R T 5 ] dest ¥ o
EZER A

query : 5 SQL function » 4 select ~ update ~ delete % # i o

dest : $avp name

s

?‘: QI
avp_db_query("select phone from subscriber where

n

username="alice™",$avp(user))

=2 m .

P

#-F 4% % subscriber ¥ username % alice =7 #§ > phone 7{g %z » $avp(user) °

3.3. avp_pustto(destination,name) :
# AVP name i *x » destination > @ destination % SIP message °
EZER A
destination='$ru' ['/'('username'l'domain')]
F A
avp_pushto("$ru","$avp(i:678)")
wm

F $avp(i:678)cnie 2z » SIP message ® 1 Request URI -

3.4. avp_check(name,op_value) :
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# & name frop_value & & & F Ap e o

FiE
name=AVP name
op_value = operator /' value
operator ='eq' | 'ne' | 'lt' | 'le' [ 'gt' | 'ge’
value = pseudo-variable | fix_value
fix_value = 'i:'integer | 's:'string | string
H ¢ operator (E &4 T :
eq =%

ne =% %t

avp_check("$fd","eq/$td/")

A $fd fr$td £ F Al > EeEw true 0 F R false o

D. Exec module

Exec -7 % OpenSER #script 424 44 {7 3845 4 & & £ 304250 o @ ¢
AL T 0L L AN E T 0 64e C ~ C++ ~ Unix shell script ~ Perl % % » 2 i
H Iﬁ'—L—‘ﬁ fh B PRIFE Y o I PF OpenSER » 3% &7 Th 5 % #c ¥ K % Exec n

Exported Function 2 &JZ » )4 SIP message E L o

1. FEBZ ¥
$rU : Caller 7 username
$ru : Caller = SIP URI

$fU : Callee 7 username
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$fu : Callee = SIP URI
$si : Caller 7 IP address

$Ri : Callee 1 IP address

2. Exported Functions

2.1. exec_msg(command)
PE- BRI 4 REFEL DS OpenSER 7 ¢ L g2 > F g 2 d ki

ES I %
EXCR SFAlE
command-*t $845 £ -
L

exec_dset("echo $rU > /tmp/username.txt");
e

17 echo 4p £ #- Caller £ username ﬁg?J > Fltmp P 4% & T £ username.txt £

¢ o

h

2.2. exec_avp(command [, avplist])
FEF- B 4 o REFE R R E B 30T avplist ¢ o
FiE R
command-*t $845 £ -
avplist-1p T AVP 4 -
F
exec_avp("echo $rU", "$avp(s:test)");
P
#4 {7 echo 45 £ #-Caller frusername é‘&%] ~ 3| $avp(s:test) 4t # - 12 i OpenSER
script #1% o
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