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English Abstract

Due to the low cost and the convenience of Intethe Voice over Internet Protocol
(WolIP) services are also attracting the subscribers dir#iuitional telephone to turn to
use this new technology. For VoIP to be commerzgalj it must support Lawful
Interception which is required by the Law Enforcemm&gency of each country. In
contrast to the Public Switched Telephone NetwoPSTN) which has a good monitoring
system, it is more difficult to develop a monitgisystem for VoIP because the sound
transmission in VOIP need not go through the cénffee (CO).

Recently, a few VoIP monitoring systems are prepop$ut most of them need to
revise the SIP proxy server behavior. They relylenSIP proxy server to modify the SIP
message body to conduct the monitoring. Howevér,i$San open communication
protocol; anyone may develop his/her own SIP seBgethe server-based solution of
monitoring will not always work. Moreover, becausdirecting the packet flow to the
monitoring device will change the route, it maydasy for people to detect that their
conversation is being monitored. Users may alsdyadpfMIME to encrypt the contents of
the SIP message body to prevent them from beingfreddy the SIP proxy server.
Furthermore, the system stores the audio conversatifiles, so the disk 1/0 will cause
significant performance issues. As the requestsnfmre monitoring increase, this will
become the performance bottleneck.

To conquer the above pitfalls, this thesis prop@sdistributed architecture of VoIP
monitoring. We will distribute the monitoring equagnt in many subnets, and wiretapping
can be done by immediately passing the intercequielib packets to the Law Enforcement
Agency. In a word, this thesis proposes an architeavhich is easy to deploy in different
environments without amending the existing SIP presrver, and it can support the
real-time monitoring of audio conversation easily.

Keyword: Lawful Interception, Real-Time I nterception, SIP, Vol P
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2.1 Session Initial Protocol
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2.3 Real-Time Transport Protocol
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3. o B

31 Libpcap

Pcap[15F_- & #f24f# 5 Application Programming Interfacej #i- AP1) » %
Unix-like sni® ¥ s o+ s AL 5 libpcap 7 Windows & st F dvix & 5_WinPcap
R LE* hdnt B o

AR T A C & CHHE 5 R P49 23" > Pcap APlR i 27 IF
PR G P IFT S R S UET RUEIREE LR T8 R % BPF (BSD Packer Filtey ¢
Fin o PHERTENE A LA o plAcA P REBEE HTTP ehifé » ¥ 103k 2
TCP Port 80 4t — ki ¥ ¢ #2~f1* TCPid Port 801 % chdt e o 3F 7 R B JRIE
Rl A libpcapst #_WinPcapi (TH#B~ % i pit e ez o o

EA ek Y > 4 & @ % $lenlibpcap Szt [16]4e T
® pcap_lookupdev() & w - 3k =+ 12 i pcap_lookupnet() pcap_open_live()id *
® pcap_lookupnet() & z_% i
® pcap open live() B rcipe o + B G274 $B
® pcap_compile(} % RiERE 2
® pcap_setfilter(} & TiEp F
® pcap_loop() #F 4§ 4t e

FRE R A Al ;]}L.? PUEBE D - BE R G REREE # o afgl e
e 8 Ghdfe BT R R Y F T MERATIRI S ~ R e AR

A BB R U F RO SRR K
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3.2 0SIP2 ~ eXosip2

oSIP2[17¥ eX05|p2[18}L§ 5 GPL 53k 1B 224238 2 » 0SIP27% 3% & ix v i
A 2GR L e w R L0 B g R L LA SRR - g e
SIP message APk = = » F]pt ntdz h oSIP2+ A # + B3 7 eXosip2: * eXosip2#
#VoIP £3825% 2 » 7 B st ﬁf‘u? YRR e
1 eXosip2f  \VoIP & 3&4p % 9 % »4rLinphone SfSIpUA % % - @ # * eXosip2
ki - BHESVOIPUAL #p§ fiE » 28 8 @& % 0358 [19][204c T :
® eXosip_init (): 47451 eXosip
® eXosip_listen_addr() & * et T % BELIE
® eXosip_event_wait() g SIP2 4 iz
® eXosip_call_build_initial_invite(y 2= = INVITE 3t A,
® eXosip_call_send_initial_invite() & INVITE = 4
® eXosip_call_build_answerf) i > - B w & 5
® eXosip_call_send_answer()i# i #1i& > chw i 4
PR OB AMDIG T R e 2 B SIPRLT e e 2 B

SIP: & fs > @ % Hivk T ¥ ehiER &4 SIP S licenfe;N 48 > 4 s -2 Fauz > - B

TB

SIP UA-

3.3 oRTP

oRTP[Zl]{%\% a GPL p 3k i 225 B » i35 RFC3550: i€ * CF7 %5 > #&
E3 RTPAp Rk e APl &S0 > 2 # ﬁ'c’ 1 g Unix-like & Windows4|* oRTP API k£
> RTP{: 2t 4 o F - B i B cnoRTPAZ S #7& & # endo ;N [22]40 T ¢

® ortp_init (): 4~ 4> ORTP
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® ortp_exit(): B gL & * 70RTP

® rtp_session_new() i = - # RTP Session

® rtp_session_set ssro(kk . SSRCiE

® rtp_session_set payload_type@k = #7i¢ * 1 Payload Type

® rtp_session_set remote_addr(k z_pP = 0 IP addresst Port number
® rtp_session_recv_with_ts ()1¥4x Timestampi¥_RTP streanif B~ #icdy

® rtp_session_send_with_ts(yi¢_buffer % » RTP 3t ¢ # 3% T_Timestamp

34 libxml2

libxmlI2[23] £ - # C3F % «» XML j2451 & » 2 & &3 B & Gnome projectt -
XML 8- BPu @72 ;XML 2 224 g b B RABH PR
AT AR FRRRE T RN R A AR R B PR DT
g r oAk oq libxml2 ¥ R BER AEE > SRR o Y libxml2 &
423 xml 2 & @ % 58 [24]
® xmlIReadMemory(} 7&_buffer 3 :& xmIDocPtr
® xmlDocGetRootElement() /& _xmIDocPtr2~ ¥ xml 7 root & 2
® xmiINodelListGetString(} #_root & ZLF 452~ 17 & B & 8L 3
® xmlFreeDoc(): # *x xmIDocPtr
® xmiCleanupParser() #-f%47 & % bufferi%“,$

® xmIMemoryDump(): #-3 & buffer i*‘f

3.5 Speex

Speex[25F - i § B S 2o an ;8 > Speexa & 4N ¥ s Aok

E' @ »Tﬁ &{%Eg » Bl e q_\— ll} f‘ib AT 4 FL_—_&X = )%Xa' ILrT‘J %ﬁ@%ﬁ‘f)’é;\ o hr & - f]}
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PCM B &5 Speexts st i & i@ # 154 [26]40 7 -
® speex_bits_init(} 4~ 4> structure bits

® speex_encoder_init() 4~ 4>~ encoder

® speex_encoder_ctlf)x z_quality #& &

® speex_encode_intf) & 4~ % frame encode

® speex_bits_write () #-encode’ % & » buffer
® speex_encoder_destroy(f# *x encode: buffer

® speex_bits_destroy() ## *x bits buffer

3.6 Third Party Call Control

Third Party Call Contrdl fj 4 3PCC)[27]> & RFC37257 #4 4% 1 - ff & 2 & 3PCC

)’]*L-‘fbéx@%i Sl k2 @V A S 2 e R s SIPE S3F S IR

)
I

Pre e F H AFITRTF O BFRT PEASRE PIRETTFA AL 23
MR FFF = AF AN F 2 B SDPR LR T 2 il 0 ¢ 3
B R iR o B @ﬂi?léﬁﬂ FHEE E o
B 9% - B H3PCCindr:
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4.1.1 Vol P Monitoring System

HFVOIPEF T S SIPLA#H B 1LY Nicd pRPIER AT 1 & it

(1) £+ B (Supervisor, @ 11 D) 7 AR NE R - AR R
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4.1.2 Central Server and Spy Server component
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'a FPCC test - Mictosoft Internet Explorer E]@E]
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42.2 Central Server Signaling Flow
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b
(1) CPU: Intel(R) Pentium(R) 4 CPU 3.20GHz
(2) RAM : 512MB

(1) =% %% : LINUX Fedora Core 6
(2) libpcap: 0.9.4-8.1

(3) libosip2: 3.0.1-2.fc6

(4) libeXosip2: 3.0.1-1.fc6

(5) ortp:0.13.0

(6) speex: 1.2-0.1.betal.fc6

Central Servers st 5407

Y i
(1) CPU: Intel(R) Pentium(R) Dual CPU E2140 @ 1.60GHz
(2) RAM : 1024MB

(1) % %% : LINUX Fedora Core 7
(2) libosip2: 3.0.3-2.fc7

(3) libeXosip2: 3.0.3-1.fc7

(4) libxml2 : 2.6.28-2

(5) mysgl: 5.0.45-6.fc7

53 BIRIEEZE 2%
Bl20 % & k2 7522 RI%RE > 23 R RBEBL Spy Serverit 7+ £
WREHPF . €7 g S P 4te 7y & 87§ i § R 3 Spy Servern

;}7% 0
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Packet Lose Rate(payload 160Bytes/20ms)

400000 —— Total packets
300000 " (UAs Send)
< 200000 / : -
kS / otal packets
100000 N 4 (Spy Recv)
0
20 40 60 80 100 Total packets
(UAs Recv)
number of calls
Bl 21: Packet Lose Rate
# 3:Total packets and CPUMemory loading
concurrent Total packets| Total packets| Total packets CPU Memory
calls (UAs Send) | (UAs Recv) (Spy Recv) loading (MByte)
20 40000 40000 40000 4% 1.536
40 119999 101225 101225 10% 2.048
60 235998 170210 170210 12% 2.048
80 311998 227677 227677 12% 2.048
100 347999 258874 258874 14% 2.048

¥ - IR F AR IRA - BT R SPY Servenr: - xRk 5L ERAR 0

£ oo i - MRS 0 AP T R R K & 80~1001 B 5 $H¢ B H 4

R 0 (B it e o i REL S BRI F iRt 0 Fpt 2 iR SPY Serverii: X 20~80

# g & F o0 425440 CPU~ Memory loading & % 4 #757 CPU~ Memory loading

rERE T\Qﬁif‘f’&‘a dvoo Tom ,@F,‘r_h%« oo
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% 4: Multi monitor CPU- Memory loading

concurrent calls CPU loading Memory(MByte)

20 2% 1.536
30 2% 1.536
40 2% 2.048
50 2% 2.56

60 4% 3.072
70 4% 3.584
80 4% 4.096
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8 1+

%t A. SIPp scenario XML code

BAER P IR 0 F & R Y 2 il 0 L L& scenarioh LA T B
AEBPNE o A Bd B AL L sendr recve ¥ oL E_E & % 2 A SIP message
2 oI # 20 SIP messagef > & i AT i o @ 8% RTP4te Bl E_i¢ * <exec

play _pcap_audio="*.pcap"£;* - i¢ * wiresharkigP3|ch RTP 4t & #h % Kk #i% o

Al UAC

<?xml version="1.0" encoding="ISO-8859-1" ?>
<scenario name="Basic Sipstone UAC">
<send retrans="500">

<I[CDATA[

INVITE sip:[service]@[remote_ip]:[remote_pp&IP/2.0

Via: SIP/2.0/[transport] [local_ip]:[local_pggbranch=[branch]

From: sipp <sip:sipp@][local_ip]:[local_porflag=[pid]SIPpTag00[call_number]
To: sut <sip:[service]@[remote_ip]:[remotertpe

Call-ID: [call_id]

CSeq: 1 INVITE

Contact: sip:sipp@][local_ip]:[local_port]

Max-Forwards: 70

Subject: Performance Test
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Content-Type: application/sdp

Content-Length: [len]

v=0

o=userl 53655765 2353687637 IN IP[local_ipetylocal_ip]
S=-

c=IN IP[media_ip_type] [media_ip]

t=00

m=audio [auto_media_port] RTP/AVP 0

a=rtpmap:0 PCMU/8000

1>

</send>

<recv response="100"

optional="true">

<[recv>

<recv response="180" optional="true">

</recv>

<recv response="183" optional="true">

<[recv>

<recv response="200" rtd="true">
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<[recv>

<send>

<I[CDATA[

ACK sip:[service]@[remote_ip]:[remote_portP&2.0

Via: SIP/2.0/[transport] [local_ip]:[local_gébranch=[branch]

From: sipp <sip:sipp@]local_ip]:[local_porflag=[pid]SIPpTag00[call_number]
To: sut <sip:[service]@[remote_ip]:[remotertpe[peer_tag_param]

Call-ID: [call_id]

CSeq: 1ACK

Contact: sip:sipp@[local_ip]:[local_port]

Max-Forwards: 70

Subject: Performance Test

Content-Length: O

1>

</send>

<nop>
<action>
<exec play_pcap_audio="uac.pcap"/>
</action>
</nop>

<pause milliseconds="8000" />
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<!-- The ‘crlf' option inserts a blank line iretstatistics report. -->
<send retrans="500">

<I[CDATA[

BYE sip:[service]@[remote_ip]:[remote_porlP&.0

Via: SIP/2.0/[transport] [local_ip]:[local_pgébranch=[branch]

From: sipp <sip:sipp@|[local_ip]:[local_porflag=[pid]SIPpTag00[call_number]
To: sut <sip:[service]@[remote_ip]:[remotertpepeer_tag_param]

Call-ID: [call_id]

CSeq: 2 BYE

Contact: sip:sipp@[local_ip]:[local_port]

Max-Forwards: 70

Subject: Performance Test

Content-Length: O

1>

</send>

<recv response="200" crlf="true">

<[recv>

<ResponseTimeRepartition value="10, 20, 30, 80,180, 150, 200"/>
<CallLengthRepatrtition value="10, 50, 100, 5000Q, 5000, 10000"/>

</scenario>
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A.2 UAS

<?xml version="1.0" encoding="ISO-8859-1" ?>
<scenario name="Basic UAS responder">
<recv request="INVITE" crlf="true">

</recv>

<send>

<I[CDATA[

SIP/2.0 180 Ringing

[last_Via:]

[last_From:]
[last_To:];tag=[pid]SIPpTag0l1[call_number]
[last_Call-ID:]

[last_CSeq:]

Contact: <sip:[local_ip]:[local_port];trangpe[transport]>

Content-Length: O

1>

</send>

<send retrans="500">

<I[CDATA[
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SIP/2.0 200 OK

[last_Via:]

[last_From:]
[last_To:];tag=[pid]SIPpTag0l[call_number]
[last_Call-ID:]

[last_CSeq:]

Contact: <sip:[local_ip]:[local_port];trangpre[transport]>
Content-Type: application/sdp

Content-Length: [len]

v=0

o=userl 53655765 2353687637 IN IP[local_ipetylocal_ip]
S=-

c=IN IP[media_ip_type] [media_ip]

t=00

m=audio [auto_media_port] RTP/AVP 0

a=rtpmap:0 PCMU/8000

1>

</send>

<recv request="ACK"
rtd="true" >

<l-- crif="true"> -->
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<[recv>

<nop>
<action>
<exec play_pcap_audio="uas.pcap" />
</action>

</nop>

<pause milliseconds="8000"/>

<recv request="BYE">

</recv>

<send>

<I[CDATA[

SIP/2.0 200 OK

[last_Via:]

[last_From:]

[last_To:]

[last_Call-ID:]

[last_CSeq:]

Contact: <sip:[local_ip]:[local_port];trangpe[transport]>

Content-Length: O
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1>

</send>

<timewait milliseconds="4000"/>
<ResponseTimeRepartition value="10, 20, 30, 80,180, 150, 200"/>
<CallLengthRepatrtition value="10, 50, 100, 5000Q, 5000, 10000"/>

</scenario>
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