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Abstract

Smart Grid is an infrastructure promoted by governments in many countries for
facilitating efficient management of engergy in order to tackle the global warming and
energy shortage problem. Advanced Metering Infrastructure (AMI) is an important part of
Smart Grid to provide two-way communications for meters. This will allow the
information and commands to be sent and received between meters and facility companies
for energy management. AMI networks usually adopt ZigBee and TCP/IP as the transport
protocols and a ZigBee/TCPIP translator must be installed between the two protocols.
Therefore, the translator usually becomes a single point of failure in a communication
system. In this thesis we propose redundant translators as a solution to this problem to
make communication in Smart Grid more reliable.
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NAT 1 NAT 2
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BOBEREE o AR EE F AT 4t i (v fp @4 B (Active Translator) > 14 2
FadFHL Ty % (Backup Translator ) o 2 fp i B € < pFiX o @b
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3.1. & Benk b ixgk ¢ Multicast
PAFERTR ) FEEBERTRI L ZERRETEE T R
ElacRenBF B EHe > APES BHEERET - BE RO
ZigBee . TCP/IP - 4 » ﬂf 1 H gR4gi¥ (Unicast) ek 5 o 323 e ¥
(Multicast ) - ZigBee Multicast 1172 §_» #-4pt t 2 & 2P| 4t& (& hie » -
B¥E e (Group) v P {4#F — B = a2 i=n (0X0000~0XFFFF) » @ 2 i% =4
ALBHIFAFES o PR P He BTG BFE R BT Fie S i 3R E T
Tl kit e o @@ % Multicast p¥ - ZigBee 4 ¢ A i & € 273 Multicast 1 i 4c H)
10-# ¢ Multicast Mode * kdp P 38 i :h £ F L3 e o4 L3 e | 4 Member
Mode Fr 2t ¥ 2 = H ¢ Nonmember Mode > @ NonmemberRadius Fr

MaxNonmemberRadius 4 & % £ 2L3% 8 =& | 0@ i fo Rl fod ~ @12 ] o

Bits: 0-1 2-4 5-7
Multicast Mode NontmemberRadius MaxNonmemberRadius
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NonmemberRadius = 2 (O Member Node
MaxNonmemberRadius =2 Nonmember Node

-----

W 11 ZigBee Multicast #t# &%

Multicast 1 & i@ v V4@ 11 #777 » Rh & gL 5 2= B & 2:LpF » Multicast £t
# % Nonmember Mode » % 8 F] = f & 8 pF » T4 2 Member Mode » T #-
NonmemberRadius =g 2 MaxNonmemberRadius - #A @ » Member Mode 4t & 1§
I B &EhpF > 772 ¢ £ 8 5 Nonmember Mode > @ E_#%- NonmemberRadius j& - {4

% > 2 F| NonmemberRadius #t 5 0> T F Rt - d B 11 # “F' » % Radius

®

% 1 pF > Multicast 3t = 7 Fliffox Ejpaken= B & 2L Radius 3 2pF > ¢ BF 2 o
FHE- B2 R aE o DR E AP | SRk o

% ZigBee ¥ f&c Multicast 3t chfe st infe4r®] 12 gLz d - BEEAEL
dv » n¥E ¥ Multicast Group > M % - B % k& dcdt e 7% #ic MSGpkt o @
MULTICAST ENDPOINT # 51 ZigBee % % ¢ 7 Endpoint > 4p 4 ** TCP/IP 3¢ * 1

Port> * 1% & — 8 P R EH7 B IRGE > fjcifdte B2 & o b5 [f] R 1~240 -

B APET - BREANELS 200 BFR LT L THEHEID(I6 =~ ) 2 FHie Lf
T & * aps AddGroup (..) » #p Z ¥ 0 Endpoint 4v » Fle > X et EE 4o »

F e o k{é 1 MSGpkt osal msg receive (..) & x3te > FF Hfc D it e

MSGpkt it {7 &L o
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Declare Variable

#define MULTICAST_ENDPOINT 20
#include "aps_groups.h"  aps_Group_t Multicast_Group;
#include "AF.h" aflncomingMSGPacket_t *MSGpkt;

|‘_

Set Group
Multicast_Group.ID = 0x0001;
#include "OSAL.h" osal_memcpy( Multicast_Group.name, "Group 1", 7 );
#include "aps_groups.h" aps_AddGroup( MULTICAST_ENDPOINT, &Multicast_Group );

Send Packet

|

#include "OSAL.h" MSGpkt = (aflIncomingMSGPacket_t *)osal_msg_receive( ...);

W 12 ZigBee Multicast 3 # & |c i f2

Declare Variable

#define MULTICAST_ENDPOINT 20

#include "AF.h" afAddrType_t Multicast_DstAddr;

Set Destination Address
Multicast_DstAddr.addrMode = (afAddrMode_t) afAddrGroup;
Multicast_DstAddr.endPoint = MULTICAST_ENDPOINT;
Multicast_DstAddr.addr.shortAddr = O0x0001;

|

Send Packet
#include "AF.h" AF_DataRequest( &Multicast_DstAddr, ... );

W 13 ZigBee Multicast 3t & & ¥ =5 in 2
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BFXR LT L NP iza L3 T ¥ Multicast DstAddr.addrMode 3K =
afAddrGroup # 7 ' =4t 3 FH e i=h » ¥ & Multicast DstAddr.endPoint %
Multicast DstAddr.addr.shortAddr & » {4 Endpoint fr# 2 ID e & 18
% * AF DataRequest (..) #3t¢ # ¥ 1 Multicast DstAddr’ § #EHEH &= §

AP

active translator

ZigBee Internet

backup translator
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% ZigBee e ¥ o AR prgdk B o i BN r TR BERE Yoo
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3.2. #k BF i ¢ Heartbeat
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Heartbeat
server
~
~
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WHEF p e R (Priority) BAARAF XL A4 AR
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Blop s A7 L EEHES SR B SEEEESEETMD L DREREY I
¥7 o Heartbeat 42 3 § #H B LA > 4ok A iR Bye R0 kp H @ kR
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YES I NO
. _ trs_priority
aCtlve 4 ==255 1 m

send heartbeat with trs_priority ) ) . .
set heartbeat_timer = interval —» active_down_timer = interval *3+skew

heartbeat_timer expires L{clear active down timer!® active_down_timer expires

YES - - YES
NO
recv heartbeat
———— recv heartbeat NO
NO YES
YES
YES recv_priority == STOP
YES
recv_priority > trs_priority || NO
(recv_priority == trs_priority &&
sender_addr > trs_addr)
recv_priority >= trs_priority
NO

YES

clear heartbeat_timer » send heartbeat with STOP +
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Heartbeat » i # heartbeat timer X % & = & % i¥ Heartbeat 1 f¥ 1§ p¥

(interval): & heartbeat timer B 4si|dce & F dif|dicaniBiz® 7 474k 4 4

TP kp H i B Heartbeat ; 4- % Jc ¥ 7 Heartheat » * # ¢ & 7 ¢

7~

recv_priority Fi * 3t trs priority I"‘JD'«EL*_%‘J"’ iR A R R o TR

JU A ¥ o ie ~ Backup kiR o B R M4k & heartbeat timer H|¥#cd F ;_ET'T:‘
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=
e
e
#
Sz
W
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I
o
e

» H|¥7 trs priority # &t 255> ig »~ Backup i i e

Backup % i 1 & pen® i&{ﬁgt}%’\@ Jo 3 % p A Frdd 4k B o Heartbeat » ]t — i~

i
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B4 3o B #ccnpF P 5 = B e interval+skew skew= (256-trs priority)
/256  F¥ hiF|#cehif Y # Uik & £ F Jc P Heartbeat ; 4ok JcFl i o 2 H P & 3
l;"f‘lrecv_priority:I?j”‘;;%—’v%?‘trs_priority’Av',‘f’r‘m‘i[j‘:iir“‘s SRR R R 0 A
TAdrE B FET { £AFR BN 0 (T £ 37K % active down timer
EEEEce 2R B A active down timer £ F B S F  ERFEATA
Frfie e 4ok IR BRETEE AL 2 0 Active AL o T 0b s dok T T
¢ Heartbeat » > recv priority == STOP(0) 4 7 iip## BE B FiTH
FEEEEE LATR T active down timer {7 E#ic S {d trs priority
< enfd e BIRAB(F A b 4E 0 B~ Active ki o

* &5 {5+ heartbeat timer fractive down timer % Heartbeat 4% ;¢

Poefp BN A 0 A 1 3 E Timer vt BlehE & 0 £ 2 5 Active B it pF Heartbeat

Timer =4p B 4258 » & 3 B 5 Backup s #& p¥ Active Down Timer 738 4 o

4 1 TimeripMi B =B

#define TIMER SET( val, delta ) (val) = TIMER CLK() + (delta)
#define TIMER SUB( tl, t2 )

((int32 t) (((uint32 t)tl)-((uint32 t)t2)))

#define TIMER DELTA( val ) TIMER SUB( val, TIMER CLK() )
#define TIMER EXPIRED( val ) ((val) && TIMER DELTA (val)<=0)
#define TIMER CLR( val ) (val) =0

#define TIMER IS RUNNING( val ) (val)

#define TIMER HZ 1000000

uint32 t TIMER CLK( void )

{

struct timeval tv;
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gettimeofday (&tv, NULL );

return tv.tv _sec* TIMER HZ+tv.tv usec;
}
#define TIMER SKEW( srv )

((256-(srv)->priority)*TIMER HZ/256)

% 2 Heartbeat Timer #p B f2.;%

TIMER SET( trs->heartbeat timer, trs->heartbeat int );

trs->state = STATE ACTIVE;

if ( TIMER EXPIRED (trs->heartbeat timer) )
{
send heartbeat ( trs, trs->priority );
TIMER SET (trs->heartbeat timer, trs->heartbeat int);

return;

if( ! read packet() ) return;

if( recv->priority == 0 )
{
return;
}else if (recv->priority > trs->priority ||

(recv->priority == trs->priority &&
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ntohl (iph->saddr) > trs->vif.ipaddr) )

TIMER CLR( trs->heartbeat timer );

send heartbeat ( trs, STOP );

trs->state = STATE BACK;

delay = 3*trs->heartbeat int + TIMER SKEW(trs);

TIMER SET( trs->active down timer, delay );

% 3 Active Down Timer #p i #2.3%

delay = 3*trs->heartbeat int + TIMER SKEW(trs);

TIMER SET( trs->active down timer, delay );

trs—->state = STATE BACK;

1f (TIMER EXPIRED (trs->active down timer) )
{
TIMER CLR( trs-> active down timer );
trs->state = STATE ACTIVE;
send heartbeat ( trs, trs->priority );
TIMER SET( trs->heartbeat timer, trs->heartbeat int );

return;

1f( !read packet() ) return;
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if (recv->priority == 0 )

TIMER SET( trs->active down timer, TIMER SKEW(trs) );
} else 1if( recv->priority >= trs->priority )
{

TIMER SET( trs->active down timer, delay );
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% ZigBee Router> i &2 g 4 i %> H i > A @ 4 FE k2045 802154 4G o
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TR~ (3) #E% F2 B 1% Heartbeat i3 ot cik & ~ (4) &4 B354 socket #-4f
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ZigBee backup
Router translator
ZigBee server
End-Device
1
APL
AF socket
ZigBee active
Router translator
APL (4)
AF socket
APS
(3)
o Heartbeat | |..
APL: Application Layer
AF: Application Framewaork
APS: Application Sub-Layer (2)
UART | UART
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